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1. Introduction

Lotfi A. Zadeh [1, 5, 11] publish the “Theory of fuzzy set” in the 1965. Author uses
membership function [0, 1] and it applied based on human thinking and reasoning way. It has
a quantitative meaning and is regarded as a set of fuzzy numbers [9]. A fuzzy number [16] is a
quantity whose values are approximate rather than precise, as with a single-valued function.
So far, membership functions have been introduced for fuzzy numbers such as triangular fuzzy
numbers [7], trapezoidal fuzzy numbers [19], pyramid fuzzy numbers, pentagonal fuzzy
numbers, etc. Non-linear equations, risk analysis, and reliability are just a few of the uses for
these values. Many processes were carried out using fuzzy numbers [6]. Power engineering,
chemical industry, robotics, image processing, factory automation, security, conditioners,
electronics, washing machines, structures engineering, and pattern recognition are just a few
of the industries where fuzzy is applied.

Everyone uses internet to send information to opponent. But the main problem occurs
from the unknown person. If A and B communicate without security. Then the unknown person
easily collects the information and send to B or convey a wrong message. To break this type
of struggle we use cryptography to preserve our data. It encrypts the message and convert to
cipher text (CT) with help of key. If key matches then the CT convert to original chat or else
not. The CT uses letters, numbers, symbols or phrase. The cryptography has three types such
as: [3, 15, 21, 23]
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Symmetric Key Cryptography

It shares a message with same key for both encrypt and decrypt.
Hash Function cryptography

It cannot use any type of key but helps to convert a message to CT and it can’t
get back to normal text (NT). It takes an input of arbitrary length and outputs a
fixed size value called hash value.

Asymmetric Cryptography

Most of the applications and software use this type for safe communication. It
provides two keys for every user such as

= Public key

It helps to lock a sender message with the help of CT is called encrypt
or encryption.

= Private key

It used to convert CT to NT is known as decrypt or decryption.

If person A send message with encrypt, they lock with use of person B public
key and person B decrypt with the help of person A private key. If the both public
and private key matches then only the message encrypt otherwise not only shows
a code of message. This is also called as end-to-end encryption or secret

conversation. [13]

2. Preliminaries
2.1 Membership Function [17, 22]

Membership function (MF) is characterized by values from zero to one. Then encrypt

linear membership function of € is defined as

¢ = {(x,,ug(x));x € X}

and its mapping is C: X — [0,1] known as degree of MF of a fuzzy set where X = universe.
2.2 Fuzzy Number (FN) [1]

Let € be a FN. Then it satisfies the below conditions:
ue(x) is a piecewise condition
Normalized fuzzy set

It defined real number.

2.3 Pentagonal Fuzzy Number (PFN) [2]

A PFN of a fuzzy set € = {p, q,, s, t} and its membership function is
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2.4 Average of PEN (APFN) [8]
Let C = {p,q,7,s,t} will be PFN. Then average value is,

N Prqtr+s+t
p(e) =X

2.5 Bounded Sum [9, 10]
Any two fuzzy sets §; and §,. A bounded sum E = §; @ &, is denoted by pz g 3, (x)

(i.e) Mg, @3, () =min {1, (ug, (x) + g, ()} for all x € X.
where pg (x) + pg, (%) <1, pg, (x) = row values and pg, (x) = column values.
2.6 Modular Addition [13]

Let § be a fuzzy set. The fuzzy modular sum (mod) was used reduce the value of

Mg, @ 5, (*) only when the value is more than N then we divided by the value with N until it

become less than N. Otherwise remains the same value.

(i.e.) (%) = Wy, @ 5,(x) mod N forall x € X.
where N = total number of letters.

2.7 Mobile screen keypad [12]

Every android mobile we can see the screen keypad which is visible when we touch the
textbox otherwise not. So, the mobile can show full screen for other uses. In keypad buttons
have many texts like small and capital alphabet letters, numbers, fractional numbers, symbols,
latin letters, shift key (change lower letters and upper letters), space key (to leave space
inbetween to words), enter (shift the text to next line), backspace (remove the wrong typed
message) or delete or erase, go or send or done (it shows right side of text box to send a
message), etc. Also, we can change the language of keypad which is comfortable to type,
change the theme settings for keypad, stickers, variety of smileys (express how you feel),

dictionary (help to text fast or correct words) and change font styles.
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Figure 12. Onscreen Keypad
2.8 Vigenere cipher [4, 14]

It is a type of substitution cipher introduced by the French cryptographer Blaise de
Vigenére at 16™ century. Create a table and fix alphabetic letters for first row and column and
next row we may do the little change like fix first letter to last and second letter came to first
do this for complete table. Hereafter create a keyword and fix each letter to each plain text (PT)
we need to send. Key is common for both encryption and decryption. Later check the encrypt

letter for column and key for row then the intersection letter will be PT

For example,
Plain text : MIX
Key text CHIT

Q) We compare the compare M in column and H for row.
Then, the intersection letter is T.
(i) | in column and row
Then, intersection letter is Q.
Similarly, we do for next finally we get decrypt is TQQ.
Then for decryption you can fix CT to key text (KT). Then, check KT row and find the

CT where it can appear in the column then we get PT letter.

For example,
CT :TQQ
KT CHIT

Now we compare with table H row and find T place on row.
Then, we note the column letter straight the T is M.
Do it for other two letters.

Finally, we get normal text “MIX”.
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Figure 11. Vigenére cipher
2.10 Playfair Cipher [18, 20]

In 1854, Charles Wheatstone was invented the Playfair cipher. We encrypt and decrypt
with pair of letters from PT or CT. Create a matrix table with equal number of row and column.
First fill the KT and continue alphabet characters then neglect the repeated letters. Also, we
have 26 letters in alphabet but table have only 25 cells. So, neglect a character like i/j.

Follow the below rules:

Rule 1: Divide the normal message like two characters and reject space. Suppose repeated
character will be appeared continuously or last letter will be remain single. Then use X.

Rule 2: Find each character from the pair on table and take the intersection letter.

Rule 3: Suppose the pairing letters will be appear on same row or column. Then write the next

letter.

For example:

Encryption:
HELLO, Key = MATH
Split: HE LX LO
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M A [T [H B
C D |E |F G
W [K L [N 0
P Q |R |[s U
V W [X |Y Z

First pair HE will be in different row and intersection letter will be FT, Next LX shows
on same column. So, write the next letter on same column is RT.
PT HE LX LO
CT FT RT NI

Finally, CT is FTRTNI
Decryption
To get back the original text. We pair the CT and follow the above rules then get back
the result.
Algorithm for Ciphers
Step 1: Our aim is to encode and decode the message by using PFN and cipher. First, we given
the APFN for each character. These characters will be chosen by mobile keypad
Step 2: Develop the Vigenere cipher table by using the APFN and characters.
Step 3: If § < N then add 0.0002. Suppose 4 > N then divided with N. We taken equal number

of rows and columns.

3. Numerical Example

We tabulate the letter by using mobile keypad and tag APFN values for each character
from Definition 2.3 and 2.4.

A B C D E F G H I J
0.0002 | 0.0006 | 0.0010 | 0.0014 | 0.0018 | 0.0022 | 0.0026 | 0.0030 | 0.0034 | 0.0038

K L M N @) P Q R S T
0.0042 [0.0046 | 0.0050 | 0.0054 | 0.0058 | 0.0062 | 0.0066 | 0.0070 | 0.0074 | 0.0078

0.0082 | 0.0086 | 0.0090 | 0.0094 | 0.0098 | 0.0102 | 0.0106 | 0.0110 | 0.0114 | 0.0118

0.0122 | 0.0126 | 0.0130 | 0.0134 | 0.0138 | 0.0142 | 0.0146 | 0.0150 | 0.0154 | 0.0158
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0 p q r S t u Y W X
0.0162 | 0.0166 | 0.0170 | 0.0174 | 0.0178 | 0.0182 | 0.0186 | 0.0190 | 0.0194 | 0.0198
y Z \ / ( ) [

0.0202 | 0.0206 | 0.0210 | 0.0214 | 0.0218 | 0.0222 | 0.0226 | 0.0230 | 0.0234 | 0.0238

[ E D! & [# [* [ T~

0.0242 | 0.0246 | 0.0250 | 0.0254 | 0.0258 | 0.0262 | 0.0266 | 0.0270 | 0.0274 | 0.0278

0.0282 | 0.0286 | 0.0290 | 0.0294 | 0.0298 | 0.0302 | 0.0306 | 0.0310 | 0.0314 | 0.0318

< > % Y% Ys % % =

= ¢
0.0322 | 0.0326 | 0.0330 | 0.0334 | 0.0338 | 0.0342 | 0.0348 | 0.0350 | 0.0354 | 0.0358

.0378 | 0.0382 | 0.0386 | 0.0390 | 0.0394 | 0.0398

okF-

0.0362 | 0.0366 | 0.0370 | 0.0374

0.0402 | 0.0406 | 0.0410 | 0.0414 6.0418 0.0422 | 0.0426 | 0.0430 | 0.0434 | 0.0438

+ A I 4 0} g ) 0/c0 ~ +

0.0442 | 0.0446 | 0.0450 | 0.0454 | 0.0458 | 0.0462 | 0.0466 | 0.0470 | 0.0474 | 0.0478

0.0482 | 0.0486 | 0.0490 | 0.0494 | 0.0498 | 0.0502 | 0.0506 | 0.0510 | 0.0514 | 0.0518

0.0522 | 0.0526 | 0.0530 | 0.534 | 0.538 |0.0542 | 0.0546 | 0.0550 | 0.0554 | 0.0558

0.0562 | 0.0566 | 0.0570 | 0.0574 | 0.0578 | 0.0582 | 0.0586 | 0.0590 | 0.0594 | 0.0598

0.0602 | 0.0606 | 0.0610 | 0.0614 | 0.0618 | 0.0622 | 0.0626 | 0.0630 | 0.0634 | 0.0638

0.0642 | 0.0646 | 0.0650 | 0.0654 | 0.0658 | 0.0662 | 0.0666 | 0.0670 | 0.0674 | 0.0678

0.0682 | 0.0686 | 0.0690 | 0.0694 | 0.0698 | 0.0702 | 0.0706 | 0.0710 | 0.0714 | 0.0718

0.0722 | 0.0726 | 0.0730 | 0.0734 | 0.0738 | 0.0742 | 0.0746 | 0.0750 | 0.0754 | 0.0758
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1 0.0762 | 0.0766 | 0.0770 | 0.0774 | 0.0778 | 0.0782 | 0.0786 | 0.0790 | 0.0794 | 0.0798 |

U [l ii y | @ A A A A A
0.0802 | 0.0806 | 0.0810 | 0.0814 | 0. 0818 |0.0822 |0.0826 |0.0830 |0.0834 |0.0838

0.0842 | 0.0846 | 0.0850 | 0.0854 | 0.0858 | 0.0862 | 0.0866 | 0.0870 | 0.0874 | 0.0878

0.0882 | 0.0886 | 0.0890 | 0.0894 | 0.0898 | 0.0902 | 0.0906 | 0.0910 | 0.0914 | 0.0918

0.0922 | 0.0926 | 0.0930 | 0.0934 | 0.0938 | 0.0942 | 0.0946 | 0.0950 | 0.0954 | 0.0958

0.0962 | 0.0966 | 0.0970 | 0.0974 | 0.0978 | 0.0982 | 0.0986 | 0.0990 | 0.0994 | 0.0998

0.1002 | 0.1006 | 0.1010 | 0.1014 | 0.1018 | 0.1022 | 0.1026 | 0.1030 | 0.1034 | 0.1038

Yo Y5 Ya Ys Ve Vi Vs Y Yo 2
0.1042 | 0.1046 | 0.1050 | 0.1054 | 0.1058 | 0.1062 | 0.1066 | 0.1070 | 0.1074 | 0.1078

2 % A 3 3 Yy A % 4 4
0.1082 | 0.1086 | 0.1090 | 0.1094 | 0.1098 | 0.1102 | 0.1106 | 0.1110 | 0.1114 | 0.1118

Vs 5 Y6 7s 6 7 7s 8 9
0.1122 | 0.1126 | 0.1130 | 0.1134 | 0.1138 | 0.1142 | 0.1146 | 0.1150 | 0.1154

Table 1. Mobile keypad letters with pentagonal fuzzy numbers
Using the Definition 2.6 to fill table 1. If § < N then add 0.0002. Suppose
& > N then divided with N where N = 0.1154. Here we taken equal number of rows and

columns. Then create a Vigenére cipher table.
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1 1 Yo Y | Ya | Y% (% |Y% |[% |[% |Ye |2 |2 1
! Yo |V | Ya |V | % |% |% | % | Yo |2 |2 % !
Y Vs |Ya | Y% % % % |% [V |2 |2 |% |% Y
Vs Yo |Y% | % |Y% |% |% | Y |2 |2 % |% |3 Vs
Yy i Y% % |% |% |Y% |2 |2 |% |% |3 |° Yy
Vs Vo |Y% % |% |[Ye [2 |2 |24 [% |3 |3 Yy Vs
Vs Vo % % |V |2 |? % |% |3 |3 Y | % Ve
Vs e |% Ve |2 |2 |% |% |3 |3 Y | % | % Y4
Vs Yo |Yie [2 |2 % |% |3 |3 Y |% |% |4 A
Yo Vo |2 |2 |% |% |3 |3 Y | % |% |4 |4 Yo
Yio 2 |2 % |% |3 |3 Yo |% |% |4 |* s Yio
2 2 % |% |3 |3 Y% |% |% |4 |* % |5 2
g % |% |3 |3 Y | % |% |4 |4 % |5 | % 2
% % |3 |3 Yo |% |% |4 |4 Y |5 |% | % A
% 3 |3 Ya |% |% |4 |4 Y% |5 |% |% |6 s
3 3 Yo |% |% |4 |* ¥ |5 |% |% |6 |7 3
. Y | % |% |4 |4 |% |5 |% |% |6 |7 |% 8
Ya % | % |4 |4 Y% |5 |% |% |6 |7 |% |8 Y
3 Y% |4 |4 Y% |15 |% |% |6 |7 |% |8 |9 s
% 4 |+ |% |5 |% |% |6 |7 |% |8 |9 |A %
4 4 % |5 |% |% |6 |7 |% |8 |9 |A |B 4
4 % |5 |% |% |6 |7 |% |8 |9 |A |B |C 4
45 5 |% |% |6 |7 |% |8 |9 |A |B |C |D s
5 % |% |6 |7 |% |8 |9 |A |B |C |D |E 5
% % |6 |7 |% |8 |9 |A |B |C |D |E |F %
% 6 |7 |% |8 |9 |A |[B |[C |D |E |F |G %
6 7 |% |8 |9 |A |B |[C |[D |E |F |G |H 6
7 % |8 |9 |A |[B |C |[D |E |[F |G |H |I 7
% 8 |9 |A |B |C |D |E |F |G |H [I J %
8 9 |A |B |C |D |E |F |G |H [|I J K 8
9 A |B |C |D |E |F |G |H |I J K |L 9

Table 2. 289 x 289 matrix Vigenére cipher table
We did same for other rows and columns. Now I send the message to my friend via

Facebook messenger. The message will be
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“Everyday is a 2nd change ”

We create a keyword is MixaC1¢€.
Encryption

We may fix each letter KT to a PT and repeated KT until reached the end of message.
Compare these with table 2, PT for row and key for column then take intersection letter for CT.

PT |E % e r y d a y I S a
KT | M i ¥ a |C 1 € M I ¥ a
CTL|/R |% |« | |% |9 |E |[: R a )

2 n d c h a n g e

C 1 € M i |x a|cC 1

s |J I p 7 T |z |U A
CT1:

R%<«—€%9E: ,,a 6 $JI p+zUA
Next create a Playfair cipher table with keypad,

M [i | al|Cc |1 |€¢€ |A|B |C |D|E |F |G |[H [I J
K L [N [O]|P |Q |R|S [T |U |V WX |Y |Z |a |b
c |d |e f g |h |J |k |I m(n |o |p |q |T S t
u |v |w X |y |z |\ / - =« ) [ ] { }
ol & # | e ,, @ [, Y 2. + |$
< > 1% (% [% %% = |=]¢ [~ [~ [N ]I [T |s o
° ¢ |¢ |8 O |® [ ™ g |B |Q |+ |A o [% )
g |® |Oo| =~ | # | < | 2|7 |Y | X ||| |7 |« |®&® |&
o |0 v T I < > — 7 ! — | |7 ! 0 3 a
a |d| a|a|lale [¢& |[¢ |d|a |e|e |é|e| e|i i
REERE r (i [a [ 4@ |» 60 |6 |6 |06 |0 | F | TF | $
s|tluaja|ula|i|y |z |z |z | |& |¥ |[£ |N |P
£ | R |E |A|A|A|A|A|A|A A |C |C|D |P |E |E
E |E|E |E|E [T |1 ]1]I [T |1 || |L [N [N |O
O |6 |6 |06|0 |R[R|SI|S|T|U|U|U|U|U|Y |Z
Z |Z |0 % [Y %% |% |Y% [% |% |% |% |% [V |2 |2 %
% 13 |3 % |% |% |4 |+ |% |5 |% |% |6 |7 |% |8 |9

Table 3. Playfair Cipher
Now split before code like two characters,

R% «€ %9 E: ,,a 65 JI p” 12 UA
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Follow the rule from 2.5 and intersect the characters. Finally, CT is
%NA>%ZE €% 110A ?ha [ ES
Decryption

We may reverse the process with help of KT. Divide the CT like two characters and
compare with table 3, we get CT1
R%<«—€%9E: ,,a 6 $JI p+zUA

Fix a CT1 with KT. Hereafter, compare with table 2 like KT for row and analyse a CT
on same row and find which column it would be appear. That column letter will be PT.

CT1|R |[% |« |€ |% |9 |E |: . a 0
KT |M |i ¥ a |C 1 € M i ¥ a
PT |[E |v e r y d a y i S a

We done for all the characters then get back the original message
“Everyday is a 2nd change”
Conclusion

Everyone communicates via online chat and done work in short time. Cryptography
plays a critical part in keeping our various chats safe and ensuring that we contact the proper
person in a matter of seconds. In this paper, we use fuzzy modulo for secure communication
with the help of Vigenére and Playfair ciphers. Other sorts of fuzzy definitions, such as
bounded difference, bounded product, union, intersection, and so on, also can be used to make

secret chats.
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