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Abstract: 

Due to advancements in contemporary 

technology and social communication in 

recent years, posting new job openings 

has become a very prevalent issue in 

today's society. As a result, the issue of 

predicting bogus job postings will be a 

major worry for everyone. Fake job 

posing prediction, like many other 

classification problems, is fraught with 

difficulties. 

The suggested system is made up of two 

primary components: a real-time fake job 

identifying unit and a model updating 

unit. This system normally has several 

lightweight detectors with it. A few of 

those discussed in this literature are: 1) 

Pre-banned domain finders which are 

used to tag posts having banned URLs. 2) 

near-duplicate identifiers designed to tag 

relevant post which has the near match of 

the pre-defined tagged conflict post. 3) 

Reliable identifier designed to tag the 

posts that are uploaded by the confidential 

users 4) The rest of the posts are 

identified using a per defined multi 

classifier unit.  

   

 Keywords—false job prediction,semi-

supervised learning 
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I. INTRODUCTION: 

In today's world, advancements in 

business and technology have created a 

plethora of new and diversified career 

opportunities for job searchers. Job 

seekers may learn about their possibilities 

based on their time, qualifications, 

experience, appropriateness, and other 

factors by looking at the advertising for 

these job openings. The power of the 

internet and social media has increasingly 

altered the recruitment process. 

Because the effective completion of a 

recruiting process is based on its 

marketing, social media has a significant 

impact on this. Social media and 

electronic media marketing have spawned 

a slew of new ways to distribute 

employment information. Instead, the 

quick expansion of chances to exchange 

job advertisements has increased the 

number of bogus job postings, causing job 

searchers to be harassed. 

As a result, people are less likely to 

express interest in new job openings in 

order to protect the security and 

consistency of their personal, academic, 

and professional data. As a result, gaining 

people's trust and confidence in authentic 

job ads through social and electronic 

media is incredibly difficult. Technologies 

are everywhere around us to make our 

lives easier and more evolved, but they 

should not be used to create an unsafe 

working environment. If job postings can 

be effectively vetted to prevent bogus job 

postings, it will be a huge step forward in 

terms of attracting new personnel. 

 Fake job postings cause inconsistencies 

in the job seeker's ability to find their 

preferred positions, resulting in a 

significant loss of time. A computerized 

system that predicts fake job postings 

provides a new door to overcoming 

challenges in the field of human resource 

management. 

II. LITERATURE SURVEY: 

1. Online Recruitment Frauds are 

DetectedAutomatically:Characteristics, 

Methods, and a Public Dataset 

The important hiring procedure has just 

lately been moved to the cloud. The 

automated systems in charge of 

completing new employee recruiting in an 

online format, in particular, aim to make 

the hiring process more rapid, precise, and 

cost-effective. However, the internet 

exposure of such classic business 

practices has provided new points of 

failure, which may result in applicants' 

privacy being violated and businesses' 

reputations being harmed. Employment 

scams have been the most prominent 

cause of Online Recruitment Fraud (ORF) 

thus far. Unlike other types of online 

fraud, the subject of ORF has gotten little 

attention and has remained completely 

unexplored until recently. 

2. Using collective positive-unlabeled 

learning to detect fraudulent reviews 

Online reviews have become a more 

crucial resource for product creation and 

decision-making. Opinion farming, on the 

other hand, frequently targets review 

mechanisms. Although supervised 

learning has been used to identify fake 

reviews for years, the ground truth of 

large-scale datasets is still inaccessible, 

and most existing supervised learning 

algorithms are based on pseudo-fake 
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reviews rather than true false reviews. We 

offer the first known work on false review 

identification in Chinese, using filtered 

reviews from Dianping's fake review 

detection system, in collaboration with 

Dianping1, the largest Chinese review 

hosting site. The precision of Dianping's 

method is quite good, but the recall is 

difficult to determine. This indicates that 

while all of the phony reviews recognized 

by the algorithm are nearly certainly fake, 

the remaining reviews (unknown set) may 

not all be real. 

 

3. An Intelligent Model for Online 

Recruitment Fraud Detection 

This work aims to protect individuals' and 

organizations' privacy and money by 

developing a reliable model that can 

detect fraud exposure in online 

recruitment settings. This study makes a 

significant contribution by developing an 

effective detection model for Online 

Recruitment Fraud utilizing an ensemble 

technique based on a random forest 

classifier (ORF). The detection of Online 

Recruitment Fraud differs from other 

forms of electronic fraud detection in that 

it is more current and there is less 

research on the topic. To meet the study's 

goals, the researcher presented the 

detection model. The support vector 

machine approach is utilized for feature 

selection, while an ensemble classifier 

based on Random Forest is used for 

classification and detection. 

 

4.  From Deep Neural Network Models 

to Applications for Job Prediction  

Identifying if a job is fit for a student or 

someone seeking employment based on 

job descriptions that include tough 

knowledge and abilities, as well as how 

businesses must discover strategies to 

choose individuals who fulfill the job 

requirements. On the IT job dataset, we 

investigate job prediction using several 

deep neural network models such as 

TextCNN, Bi-GRU-LSTM-CNN, and 

Bi-GRU-CNN with various pre-trained 

word embeddings. They also suggested a 

simple and effective ensemble model that 

combines many deep neural network 

models. 

III.EXISTING SYSTEM 

The detection of false accounts is the topic 

of several social fake detection 

investigations. To identify content 

polluters, Lee et al. studied and employed 

variables drawn from user demographics, 

follower social networks, post content, and 

the temporal aspect of user activity. 

 

Hu et al. used a user's social graph and 

postings to detect fraudulent detection on 

social media. To combat the ever-changing 

nature of bogus news, online learning has 

been used. For successful social fake 

identification, they used both content and 

network information and progressively 

updated their fake detection model. 

 

Tan et al. suggested an unsupervised fake 

detection method that makes use of the 

social network's real participants. Their 

research demonstrates the social network's 

instability when it comes to artificial 

patterns. To detect a phony pattern, they 

used non-fake patterns of authentic users 

based on social networks and user 
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connection graphs. Gao et al. discovered 

bogus postings by grouping them based on 

text and URL similarity and detecting 

significant clusters with bursty posting 

patterns. Fake campaigns on social media 

were detected using an incremental 

clustering-based technique. 

Disadvantages 

• There isn't any semi-supervised 

learning. 

• There is no way to search for 

different types of job openings.  

IV.PROPOSED SYSTEM: 

The suggested method presents a semi-

supervised framework for detecting bogus 

posts. The proposed framework is made 

up of two primary modules: 1) a fake 

posts detection module with four 

lightweight detectors for identifying 

fraudulent posts in real-time, and 2) an 

updating module that updates the 

detection models based on the reliably 

labeled posts from the previous time 

window. The detectors are 

computationally effective and appropriate 

for real-time detection, and they are 

created based on our findings from a 

collection of 14 million postings. 

Our detectors, furthermore, employ 

categorization algorithms at two levels: 

the posts level and the cluster level. A 

cluster is a collection of postings that have 

similar qualities. Any features that may be 

useful in false detection may be simply 

integrated into the detection framework 

thanks to this flexible architecture. The 

system starts with a limited number of 

labeled samples and uses the reliably 

labeled posts from the preceding time 

window to update the detection models in 

a semi-supervised way. 

Advantages 

• Confidently Labeled Posts- 

Confidently labeled postings are those that 

have been identified by the first three 

detectors (blacklisted domain, close 

duplicate, and dependable ham posts). 

• Near-Duplicate Cluster Labeling 

- Remember that the near duplication 

detector generates a signature for each post 

in order to determine if it is a close 

duplicate of a designated cluster. If a post's 

signature does not match any of the 

relabeled clusters, the post is sent to the 

next-level detectors. 

• V. IMPLEMENTATION AND 

RESULTS 

 

Admin Server 

The Admin must log in with a valid user 

name and password in this module. He 

can conduct various tasks after 

successfully logging in, such as View All 

Users And Authorize. View All Users 

Posts, View All RePosts Details, and 

View Friend Requests and Responses 

View Fake Detection in the Social 

Network Stream, View Post Score 

Results, and View Fake Detection Results 
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Fig 1: System Architecture 

 

 

User 

There are an unknown number of users in 

this module. Before completing any 

operations, users must first register. When 

a user registers, their information is saved 

in the database. After completing the 

registration process, he must log in using 

an approved user name and password. 

After successfully logging in, the user 

may conduct actions such as Search 

Friend and Find Friend Request, View All 

My Friends, Create Your Post, View All 

Your Posts, View All Your Friends Posts, 

and Repost. 

Results 

 

 
Fig 2. Admin Login 

 

 
Fig 3. Wel-Come Admin 

 

 

Fig 4. Welcome to User Register 
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Fig 5. User login 

 

Fig 6.View And Authorize Users 

 

Fig 7.All Request and Response Details 

 

Fig 8. View All User Tweets 

 

Fig 9. Add Filter 

 

Fig 10.View All Fake Direction in online 

social network 

 

Fig 11. View Tweet Score Results 

VI.CONCLUSION: 

Detecting job scams have been a major 

problem throughout the world in recent 

years. In this work, we looked at the 

effects of employment scams, which may 

be a lucrative research subject with many 

obstacles in detecting bogus job postings. 

We will characterize the users of this 

labeled dataset, highlighting numerous 
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characteristics that may be used to 

distinguish between fake and non-fake 

employment. 

We use the findings of our 

characterization research to the 

development of a false detecting system. 

We were able to accurately identify a 

major portion of the phony jobs using a 

classification approach, with just a small 

percentage of actual users misclassified. 

We also look at several tradeoffs for our 

classification technique, as well as the 

influence of various attribute sets. Our 

findings demonstrate that our method can 

detect phony jobs with excellent accuracy 

even when using various subsets of 

information. 
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