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Abstract  

This paper discussed the Web usage data extraction process, starting with data 

collection and cleaning, pattern discovery, and analysis. The weblog contains a lot of 

unnecessary data. The focus is on data related to user behavior, and URLs. This is 

illustrated with examples of URLs, and the most important topic of the study (fraud) is 

introduced. Focus on the most important type, which is phishing has two main types, 

either social engineering attacks or technical stunt attacks, and each type has many 

aspects of the attack. With regard to countering phishing sites, the most important 

method for phishing detection, the first is to train users to be aware of phishing attacks. 

The second is to counter the attacks technically. Then the characteristics of scam sites 

were explained, in terms of most of the features that these sites have. Deception 

detection methods are the topic that occupies the bulk of the class.  

1. Introduction to Data collection & Preprocessing (Behavior User)  

Most web usage mining systems use weblog data as the primary source of data. The 

weblog file records activity information when a web user places an order to the 

webserver. The log file can be placed in three Various places: 1) web servers, 2) web 

proxy servers, And 3) client browsers. In our research we used a data set collected from 

different sources. After performing the data cleaning process Data is ready for 

subsequent pre-processing stags [1].Pre-Processing it is a very important step in the use 

of web usage mining. is a stage consisting of several steps starting from User and Session 

Identification, Path Completion , Pattern Discovery and Pattern Analysis. as follows as 

follows [2]. 
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1.1 Data Cleaning 

The following figure is a sample of a weblog file, containing outlier data. It contains a 

large number of data not important in detecting phishing or web usage mining . 

http://www.phishtank.com/phish_detail.php?phish_id=7232332 

combuyit.pw/unlock20583273,http://www.phishtank.com/phish_detail.php?phish_i

d=7232325,http://www.phishtank.com/phish_detail.php?phish_id=7232297http://w

ww.phishtank.com/phish_detail.php?phish_id=7232264,https://steancommunytiu.ru

/profiles/76561198848491530,www.phishtank.com/phish_detail.php, 

phish_id=7232222http://anaozn.arabms.com/signin/?openid.pape.max_auth_age=0

&amp;openid.return_to=https:/www.amazon.co.jp/?ref_=nav_em_hd_re_signin&a

mp;openid.identity=http:/specs.openid.net/auth/2.0/identifier_select&amp;openid.as

soc_handle=jpflex&amp;openid.mode=checkid_setup&amp;key=a@b.c&amp;ope

nid.claimed_id=http:/specs.openid.net/auth/2.0/identifier_select&amp;openid.ns=ht

tp:/specs.openid.net/auth/2.0&amp;ref_=nav_em_hd_clc_signin,http://www.phishta

nk.com/phish_detail.php?phish_id=7232221,2021-07-

17T14:07:18+00:00,yes,2021-07-17T14:16:56+00:00,yes,Other7232220, 

Figure Error! No text of specified style in document.1 Log Data 

From unnecessary records that are not related to our work. Like not modified messages. 

This is determined when the visitor requests any content, the server sends a status code 

according to the data, and according to the type of this code, data cleaning is performed 

Entries containing images, graphics, etc. (jpg, jpeg, gif) are also deleted. All icons 

greater than 299 and less than 200 are removed. Because it is considered invalid Table  

shows some of the status codes [3]. 

Table.1 HTTP server status codes 

Code Description Code Description 

200 OK 400 Bad Request 

201 Created 401 Unauthorized 

202 Accepted 403 Forbidden 

301 Moved Permanently 404 Not Found 

303 See Other 410 Gone 

304 Not Modified 500 Internal Server Error 
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307 Temporary Redirect 503 Service Unavailable 

 

1.2  User and Session Identification: 

It is not important to know the identity of the visitor. But there is a need to uncover and 

characterize  visitor behavior. The server records multiple client sessions, and as a 

visitor can visit certain sites  frequently. This is done without any authentication 

mechanisms, in many web servers, because some users disable the cookies feature. 

because it shows the private information. This results in the IP address alone is  

insufficient to identify the unique visitor. Therefore, other criteria are used with the IP 

address such as user agent and referrer [3]. As for defining the user's session, define it. 

A group of pages visited by the  same visitor in a certain period of time. On some 

webservers the session time is limited to 30 minutes.  After this period, the second 

session begins. 

1.3 Path Completion 

It is an important step in pre-treatment. Mostly, it takes place after completing the 

session. The agent or client is mostly due to temporary caching to the loss of access 

references for some pages [4]. When the real URLs are more than recorded in the server 

log. This indicates a loss of access to references to these pages. It is possible to reveal 

this when a visitor requests a specific page that is not related to the previous page (the 

previous request) for the same visitor. The referrer can refer to the register to find out 

which page the above application contains. If the missing page is in the visitor's last, 

click log. It is a page not registered in the registry. This state indicates that the visitor 

browsed again using the (Back) button [5]. 

1.4 Pattern Discovery 

It is one of the most important parts of Web Usage Mining extracting data from the web 

history.  The main goal of this part is to discover interesting patterns [6]. 

1.4.1  Statistics 

It is an important technique for finding useful information for any weblog. And to know 

the content of the web history and the number of visits to clients in that record. The 

number of visits is calculated on the basis of each valid entry in the weblog. Because it 
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helps improve system performance such as monitoring visitor activities, monitoring and 

checking pages and sites, and aggregating visitors based on their behavior [7]. 

1.4.2 Association Rule 

This technique is used to find recurring rules and patterns in the data generated from 

the preprocessing stage of the weblog data such as the number of users' frequent visits 

to certain pages. The task of this technology is to understand the visitor’s requirements. 

This is done by discovering the relationships between the pages visited by a particular 

visitor to a specific website. Several algorithms are used as Apriori algorithm, to find 

recurring association rules [8]. 

1.4.3 Clustering 

Clustering is a method used to group certain elements (pages, users, etc.). Based on 

similar characteristics such as a grouping of webpages with similar content or 

Clustering a group of visitors with similar browsing behavior or collecting many users 

who visit similar sites and others. It is also possible to use the normalization process 

with Clustering. This will give better combination results, because there are different 

ranges in the data point for each area. Clustering technology helps in deducing customer 

stats in e-commerce market operations and provide customized web content based on 

individual visitors. Also, Clustering is useful in making indexes of websites on the 

Internet [7]. 

1.4.4  Classification 

This technique categorizes data elements into distinct, predefined categories, which are 

related to a specific category. This technology requires extracting and selecting the 

distinct classes on which the classification. Then, the classification process is performed 

[7].The main goal of categorizing weblog data is to develop the log for visitors 

belonging to a specific category as opposed to aggregation, fraud detected and etc. 

Because classification is a directed learning method (supervised learning). Of the 

algorithms used by this technique naïve Bayesian classifiers, decision tree, Random 

Forest, etc. [9]. 

1.4.5 Sequential Pattern 

It is the conduct of analysis to find patterns in sequence through serial sessions and by 

applying several algorithms such as SPADE, Apriori, etc. For example, a specific 
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visitor. visited link A and then link B one by one at the same time. Using analysis for 

such a pattern, we can predict the suspected visitor. When visited in a pattern similar to 

the previous one. Through psychology used to uncover crime, predict shopping, 

advertisements, fraud, etc. [7]. 

1.5 Pattern Analysis: 

It is the last stage of web usage mining. In this respect, knowledge is found in the 

detected patterns. Interesting patterns. And that by getting rid of inappropriate patterns. 

This can be done by applying a validation rule. To get rid of inappropriate patterns and 

uncover appropriate patterns [10]. A commonly used technique in pattern analysis is 

the OLAP (Online Analytical Processing Technique). Visualization methods, 

administrative advertising deals, it uses graphic patterns to interpret the file results in 

an easier way. As well as (the mechanism of using the knowledge query SQL). Which 

is used to analyze several reasons for the abnormal patterns of your visitors like a fraud 

[7]. 

1.6 Advantages and Disadvantages of WUM: 

Table Error! No text of specified style in document.: Comparison Advantages Vs 

Disadvantages of WUM 

Advantages of WUM[32] Disadvantages of WUM[32] 

1- WUM technology is used by 

government agencies and others to 

classify and combat terrorist threats. 

1- When using WUM on personal 

information, some concerns and negative 

consequences appear. 

2- Through WUM companies can 

better understand the requirements of 

their visitors. It provides the fastest 

response to visitor requests. 

2- A concern for users when some 

companies collect data from People for a 

specific purpose, such as a job or 

business. Because some companies sell 

personal data. 

3- It helps companies a lot in attracting 

and retaining useful customers who 

can save the best production costs. 

3. Classifies individuals based on 

controversial characteristics such as race, 

sexual orientation, or religion. 
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1.7 Data collection & Pre-processing (phishing URLs) 

The selection and collection of data samples was a critical stage in this study. First, I 

selected the appropriate data sources for collecting and selecting domain data on the 

Internet. After selecting these sources. Automated scripts were used to download 

datasets, and to extract Features of domains, paths, and Features website URLs. The 

selection process was based on Characteristics of domains and certificates. These 

characteristics are noted While generating the dataset and introduction patterns about 

phishing/legitimate Categories. These patterns made it easy to analyze how attackers 

create phishing sites[11]. I tried to use all the freely available data in this study.  

 

1.7.1 Characteristics of Domains 

1.7.1.1  Top-level domains:  \.com", \.net", \.org", \.uk",\.ca" from the characteristics 

that are found a lot in the legitimate domains  \.site", \.xyz", \.icu", \tk", \.online", \.live" 

were observed in phishing domains. These top-level phishing domains are confirmed 

by Proofpoint Domain Fraud Report. Although these TLDs of phishing domains are 

also used in legitimate domains but frequency is quite less 

 

1.7.1.2 Length 

We often find phishing areas to be long. For example, {“\ applied support- update-

account-supportupdate42299codeanyapp.com”} whereas for legitimate domains, short 

length was observed. Sub-domains were observed in phishing domains. 

1.7.2 Features Extraction  

 After analyzing the related information in domains, URLs, and paths, to identify 

fraudulent user behavior, 81 features were considered. Hopefully, these features contain 

some content that indicated to how attackers created phishing domains. Features are 

categorized as text, integer, and Boolean. For some features, a separate script has been 

implemented to create features for all phishing and legitimate data saved in a setup CSV 

file  System data set. Domain, Port, Host Type, Query, Having IP ,Having Subdomain 

,URL Length ,URL Length Threshold ,URL Depth ,Redirections ,SSL Type Shortening 

Services ,Prefix & Suffix , URL Have Sign -, _, /,?, =, &,!, ~, +, *, # $, %, @, Domain 

Have Sign -,Domain Have Sign _FTC the symbol ("_") in a Domain, Domain Have 
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Sign /FTC the symbol ("/") in a Domain. , Domain Have Sign ? FTC the symbol 

("?") in a Domain. Domain Have Sign = FTC the symbol ("=") in a Domain. , 

Domain Have Sign & FTC the symbol ("&") in a Domain. , Domain Have Sign !

 FTC the symbol ("!") in a Domain. , Domain Have Sign   FTC the number (" 

") in a Domain ,Domain Have Sign , FTC the number (",") in a Domain. , Domain 

Have Sign ~ FTC the number ("~") in a Domain .,Domain Have Sign + FTC the 

symbol ("+") in a Domain. Domain Have Sign * FTC the symbol ("*") in a 

Domain., Domain Have Sign # FTC the symbol ("#") in a Domain. ,Domain 

Have Sign $ FTC the symbol ("$") in a Domain. ,Domain Have Sign % FTC the 

symbol ("%") in a Domain. ,Domain Have Sign @ FTCH domain contains )"@"( 

symbol. ,Path Have Sign . FTCH path contains (".")symbol. ,Path Have Sign _

 FTCH path contains ("_")symbol. Path Have Sign / FTCH path contains 

("/")symbol .,Path Have Sign ? FTCH path contains ("?")symbol. ,Path Have 

Sign = FTCH path contains ("=")symbol. ,Path Have Sign & FTCH path 

contains ("&")symbol .,Path Have Sign ! FTCH path contains ("!")symbol .Path 

Have Sign   FTCH path contains (" ").,Path Have Sign , FTCH path contains 

(",")symbol. ,Path Have Sign ~ FTCH path contains (".")symbol .,Path Have 

Sign + FTCH path contains ("+")symbol., Path Have Sign * FTCH path 

contains ("*")symbol .Path Have Sign # FTCH path contains ("#")symbol. ,Path 

Have Sign $ FTCH path contains ("$")symbol. ,Path Have Sign % FTCH path 

contains ("%")symbol. ,Path Have Sign @ FTCH path contains ("@") symbol. And 

other important features in identifying phishing sites. 

1.7.3 Data Normalization 

Normalization is the process of creating numeric values in a data set on a common 

scale. In this thesis, datasets that contain text data and integers were used  in very 

different ranges. In order to normalize these two classes, I used them. MIN-MAX 

normalization method  .This normalization method  rescales the range of features 

between [0,1]. The main advantage of data usage normalization was to increase 

numerical stability and reduce training time and also increasing the accuracy of 

classification models .Use the following equation to calculate the MIN-MAX 

Normalization[12].   Z= 
𝑥−min (x)

max(𝑥)−min (𝑥)
                                 (2.1) 
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In the figure (2.2), it is shown how the values of the linear data in the vector were 

changed from values of large dimensions to values that are close and of higher accuracy. 

 

Figure 2: Min.-max. method of normalization[35] 

1.7.4 Feature Selection 

The process of feature selection is to identify the most useful features in a data set in 

terms of a particular format or access to a particular type of data such as detecting user 

requirements in a field or detecting phishing in websites and others. Choosing features 

from a very large data set is important because it reduces data volume, reduces training 

speed, and increases model accuracy. Therefore, some software is used in this 

technique, such as Weka which is effective in it. Some features that are unnecessary are 

removed from the data set. Weka offers an option to add and remove features. Like 

features that have a unique value give one value for all cases  it is given a zero. These 

features will not be useful in machine learning. As for the features that are important, 

removing them will have a significant impact on the performance of the model.  

1.8 Types of URL Fraud 

there are five different types of URL fraud, where URLs are hidden through the process 

of keyword shuffling in paths, queries, and low-level domains are listed with examples 

in Table (2.6):  [13]. 

1: Obfuscation of other areas 

2: Complication with keywords  

3: Typo-squatting domains 

4: Obfuscate the IP 
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5: Complication with URL shorteners 

 

Table 2: Samples of URLs 

Samples  Examples  

1 http://school511.ru/333/www.paypal.com/29546374287905815 

2 http://quadrodeofaster.com.br/www1.paypal-com/encrypted/ss4578 

3 http://cgi-6.paypalsecure.de/info5/kdgvnchdit.html 

4 http://69.25.415.96/javaseva/https://paypal.com/uk/twopagepaypal.htm 

5 http://goo.g1/HQx7h 
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