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Abstract:

With Explosive Growth and development in the field of deep learning, in parallel with the
development of computer hardware on the one hand, and on the other hand, the many multimedia
scattered in the communication sites and the freedom to access them easily. All of the above made
it easy to create completely fake content that cannot be differentiated from the original content. In
this research, we shed light on deep counterfeiting techniques as an overview and some studies that
tried to find realistic solutions to reduce the phenomenon of counterfeiting. Among these studies is
the study that we conducted by proposing a system for detecting forgery in facial images in an
automated way supported by the details and numbers that we obtained from applying the program
to the celebrity database, in addition to the results of the questionnaire in the ability of humans to

distinguish forgery with the naked eye to compare the effectiveness of the system.
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1. INTRODUCTION

Many fake contents, specially over the internet that is spreading nowadays has
caused a lot of concern to users of the Internet, social media programs and the media
in transmitting sometimes false news, financial fraud and violating privacy. With
the end of 2017 and beyond, the term “deep fake” arose from one of the Internet
users by producing and publishing very realistic content for some celebrities, and it
was very popular on the Internet before it was discovered that it was fake. This field

began to develop rapidly during these few years to become a broad title that made
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those interested devote their research to finding solutions to avoid its damage and
to get rid of digital fraud, extortion and financial deception. Workshops and
symposiums were held in major conferences in the field of combating plagiarism,
and various awards were monitored with the support and sponsorship of several
major institutions funded by the Defense Advanced Research Project Agency
(DARPA), international projects such as (MediFor), forensic media conferences
and challenges (MFC2018) and the Deep Forgery Detection Challenge (DFDC)
launched by the National Institute of Standards and Technology (NIST) and
Facebook and set out several awards for contributors who reach superior results in

detecting counterfeiting[1], [2]

2. STATEMENT OF THE PROBLEM. RESEARCH METHODS.

The first generation of counterfeiting was constrained by the complex software
required and hardware of special computers working in this field, it would take a
very tedious time to produce content relatively short with the effort expended like
moving a person's lips based on an audio track that was tuned to him. These works
have developed very quickly and in a short time so that at the time of writing this
research it is possible

to synthesize fake content automatically and with simple tools such as a mobile
phone without the need for experience in the field of complex software. Those who
used in-camera, offered fingerprint analysis by optical lens camera device, and some
used color filter matrix, compression, various elements of the image, frame
reduction in videos and other methods. Most of these techniques considered in
counterfeit detection methods are highly dependent. On specific training it is

therefore not strong against unseen conditions[2], [3].
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Figure 1: Flowchart of Proposed Deepfake Detection System

1. Proposed method

Experiments were discussed with their results in detail, in this chapter, some topics
were described. The special database from Celeb-DF [10] was used, and images
were extracted from the basic videos and classified, and some preliminary steps
were taken before use, such as cleaning and excluding abnormal images, and when
dealing with images, our goal was limited. On the face only, we worked to speed
up some steps by bypassing the unnecessary ones, so we used the Cascade method,
as it is fast, and although it is less accurate than the others, our database is filtered
to contain the best position for the faces. Where most of them are front images and
they were compiled in a hierarchical file to move to the training stage, the data
using the neural network, the features were extracted automatically and the training
file was saved for testing. The system performed well and gave more than ninety
percent accurate results in detecting fake and real images. We separate the steps of
the work that took place in several stages as listed below, the following figure
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explain our proposed system flowchart.

2. Dataset Collation

The data set is one of the most important parts of the system. The rest of the
operations that take place on it are no less important than cutting and pruning. Still,
the cornerstone of the system’s work is choosing the appropriate base to work on
and dividing its data into the training and testing data after performing some initial
operations. Selection was made in the Celeb-DF database. The dataset can be
obtained by submitting a request to the author via a Google form and agreeing to
the Scientific Use Agreement only without commercial use. When approval is
obtained, the institution will send the dataset link via email. It is a requirement that
the researcher have an academic email and fill in some data about the work project.
Link to get the dataset:

(https://docs.google.com/forms/d/e/1IFAIpQLScoXint8ndZXyJi2Rcy4AMvDHkkZ
LyBFKN43ITeyiG88wrGOrA/viewform) [10]
Table 1 Celeb- DF Dataset Specification

Dataset | Type of Size Number of Year of
) . Authors
name Data In GB files creation
MP4 1203 video Yuezun Li and Xin Yang and Pu Sun and
Celeb-DF ] 2.01GB ) 2020 ) o
videos files Honggang Qi and Siwei Lyu

3. Datasets Training

The dataset from the source contains a video clip of several seconds and thirty
frames per second, divided into a real file and a fake file. After performing the
process of extracting the frames that we have done figure (1), which is extracting
one frame, after exceeding frames from the video, we get a frame that includes a
fake frame and a real frame, and after applying the algorithm for extracting faces

from frames figure (2), we get an image with dimensions of 244*244, which are
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three-layer-colored images.

Real/Fake Video

Video Clips

a-Che - G- 99
PR “ R B Bt BEb BEL B |
ba-ho S 9w G-
- b S 99 - 99
-Che: S W 9 M- 94
TR CEEL ERL BEL B BEL B
ba-he: S 91 9l w- 94
(PR "R BRL ERb Bl BEL B

PR Bt Bt B BEE B BRE

Figure 2 Frame Extraction from Video

The next step is merging them into one file, we feed the network with images to
start the training process, and we have to specify the number of epochs that the
network will rework on these images and the size of the batches that will be p assed

each time[1].

Figure 1 Face Extraction and Croping Process2

4. Training Dataset Validation

The At the end of the training process, and in the log file, the Python program
displays the data of the training session with the help of the Tensorboardl, the
amount of the Accuracy (Acc) and the Loss function (LF) figure (3). It should be

noted that the greater the number of epochs in training, the higher the accuracy and
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the less the loss function table. In our system, we have trained up to twenty epochs,
and we look at the results. Also, the number of data that we train has a big role in

increasing the accuracy, that is, the more data, the higher the Accuracy.

loss accuracy
2 3 4 5 6 7 8 9 epoch 00 1 2 3 4 5 6 5 9 epoch,
Smoothed Value Step Time Relative
0.959 0.9607 19 Mon Nov 22, 22:35:32 6h 38m 57s
0.9353 0.9451 19 Mon Nov 22, 22:35:32 6h 38m 5/s

Figure 3 training and validating vs number of number of

! TensorBoard is a tool for providing the measurements and visualizations needed during the machine learning workflow.

5. Dataset Testing
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Figure 4 Testimng Sataset Model

with the best results in accuracy and the lowest values in the loss function.
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Sometimes when the training session starts, it starts with deteriorating results
and continues on the same approach and does not improve, in addition to the
file to be checked, is it fake or not, according to the following scheme:

Figure 4 training and validating

When testing a sample of 100 images whose condition is known before testing
to determine the performance of the system, it was found that the real data or
images that have not been falsified, the system shows low prediction
percentage numbers close to zero or tens. In the case of the search system that
suggests a threshold limit of fifty, predictive numbers that are more than fifty
consider the image real, and if less than fifty consider it fake, the distribution
of data around the threshold limit is

excellent, as most of the real images are confined away from the threshold
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Figure 5 Testimng Sataset Model

line, while the fake images remain represented by the graph at the bottom far

from the threshold line as well, and figure (5) shows the spread of the data.
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6. MAIN RESULTS.

We conducted a questionnaire in which more than 1,000 contributors participated
and asked some questions related to the research content and documenting the
results to show the importance of the research and the accuracy of the proposed
system results automatically with the method of distinguishing humans with the
naked eye. Among the questions were three images, one of which is fake, and the
participant must identify it and another question about extracting an image
Indeed, out of three photos, the results were very low, approximately 13%, with
the good resolution photos, but the forgery was professional and difficult for
humans to distinguish without tools. Among the questions, there was a question
about the extent to which users are concerned about the development of
counterfeiting techniques. The answer of 89% was that the topic is very worrying.
Finally, when the contributors were asked about the availability of an application
to detect fake content, the answer of 87% was in need of such an application that
helps in detecting counterfeiting, and by 06% they already have applications and
12 % do not need such an application, so we think it is necessary to rely on the
proposed system and adopt it as an application for checking and detecting

counterfeiting.

7. CONCLUSION.

we show how to detect the forgery in faces by training a modified neural network
of two layers, the first layer is generative and the other is critical, similar to the
work of the generative adversarial network, and we replace the generator layer to
generate images, we feed the first layer with named images and the critical layer
depends on the characteristics of these images to test the new pictures. Among
the requirements of this system is the selection of the data set and making some
modifications to it, in addition to some steps before passing it to the network and
then conducting the training and testing stages. This paper lists some of the
previous studies in deepfake detection and the most widely used of well-known
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Deepfake dataset techniques.
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