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Abstract— Commercial businesses and government institutions are currently subject to
persistent, sophisticated cyber threats and cyberattacks. 10T security is the area of technology
devoted to defending internet of things networks and linked devices (IoT). 10T entails giving a
network of connected computers, mechanical and digital machinery, items, animals, and/or
humans internet access. A special identification number and the capacity to autonomously
transfer data over a network are given to each "thing." If devices are not adequately safeguarded,
allowing them to connect to the internet exposes them to a range of major dangers. 10T security
is essential, as evidenced by a number of high-profile events where an ordinary IoT device was
leveraged to breach and attack a larger network. It is essential to ensuring the security of
networks with linked loT devices. lIoT security, which aims to reduce the growing loT
vulnerabilities of contemporary enterprises, encompasses a wide range of methodologies, tactics,
protocols, and actions.
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1. INTRODUCTION

loT security refers to the defence mechanisms used to defend network-based or internet-
connected devices.The word "Internet of Things" is quite wide, and as technology continues to
advance, the concept has only grown more so. Nearly every modern gadget, including watches,
thermostats, and gaming consoles, may interface with other gadgets or the internet in some way.
The group of methods, plans, and resources known as 10T security are employed to keep these
gadgets from being compromised.lIronically, 10T's intrinsic connectedness renders these gadgets
more susceptible to cyberattacks.
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loT security refers to the defence mechanisms used to defend network-based or internet-
connected devices. The word "Internet of Things" is quite wide, and as technology continues to
advance, the concept has only grown more so. Nearly every modern gadget, including watches,
thermostats, and gaming consoles, may interface with other gadgets or the internet in some way.
The group of methods, plans, and resources known as 0T security are employed to keep these
gadgets from being compromised. Ironically, 10T's intrinsic connectedness renders these gadgets
more susceptible to cyberattacks.

loT security is considerably more extensive due to how broad 10T is. This has led to a wide
range of techniques falling under the loT security umbrella. Network security, public key
infrastructure (PKI) authentication, and application programme interface (API) security are just a
few of the strategies IT leaders can employ to counter the growing threat of cybercrime and
cyberterrorism stemming from weak 10T devices.

LITERATURE REVIEW

In 2020, a cybersecurity pro exploited a sizable Bluetooth vulnerability to hack a Tesla Model X
in less than 90 seconds. Similar reasoning have led to attacks on other cars that use FOB
(wireless) keys to open and start their vehicles. Threat actors have developed a method for
copying the interface of these FOB-style keys so they can steal the corresponding automobiles
without setting off an alarm.

Any smart device is susceptible to an 10T data leak if high-tech machinery like a Tesla is.

e Network access control. 10T devices logging onto a network can be identified and
inventoried with the use of NAC. This will serve as a starting point for tracking and
monitoring technology.

« Segmentation. 10T devices that require direct internet connectivity ought to be split into
separate networks and given filtered access to the corporate network. Network segments
should be kept on the lookout for unusual behaviour so that, should a problem be
discovered, action can be taken.

e Security gateways. Security gateways serve as a middleman between 10T devices and
the network. They have higher processing power, memory, and capabilities than IoT
devices do, allowing them to integrate features like firewalls to prevent unauthorised
access to the 10T devices they link.

« Patch management/continuous software updates. The ability to update hardware and
software via network connections or automated ways must be made available. For
devices to be updated as soon as feasible, a coordinated disclosure of vulnerabilities is
also crucial. Think about end-of-life planning as well.

e Training. Many already-existing security teams are unfamiliar with 10T and operating
system security. It is essential for security personnel to stay current with new or
unidentified systems, learn new programming languages and architectures, and be
prepared for new security challenges. To stay current with contemporary dangers and
security measures, C-level and cybersecurity personnel should undergo frequent
cybersecurity training..
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e Integrating teams. Integration of diverse and frequently siloed teams can be helpful in
addition to training. For instance, collaborating security experts and programmers during
the development phase can assist guarantee that the right controls are added to devices.

e Consumer education. Customers must be informed of the risks posed by loT systems
and given instructions on how to stay secure, including how to update default passwords
and install software updates. Customers can also play a part in pressuring device
manufacturers to make secure products by refusing to use any that fall short of strict
security requirements.

Which industries are most vulnerable to 10T security threats?

loT security breaches can occur anywhere and in any sector, including a connected car, a
manufacturing facility, and smart homes. The particular system, the data gathered, and/or the
information it includes have a significant impact on the impact's severity. For instance, a linked
car attack that disables the brakes or a hack of a connected health equipment like an insulin
pump that over-medicates a patient can both be fatal.

The viability of a treatment can also be destroyed by an attack on a refrigeration system housing
drugs that is controlled by an loT system if temperatures change. An attack on vital
infrastructure, such as an oil well, an electricity system, or a water supply, can have fatal results.
However, other assaults must not be disregarded. For instance, a burglar could be able to enter a
house if smart door locks are attacked. Alternately, in other security breaches, a hacker may use
malware to spread through a networked system and collect personally identifying data, causing
chaos for people who were impacted.

Security Issues
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Security Issues
10T security breaches and 10T hacks
Since the inception of the Internet of Things (10T) in the late 1990s, security professionals have
long cautioned about the potential risk posed by vast numbers of unprotected devices connected
to the internet. Following that, a series of attacks—from hackers speaking to kids on baby
monitors to refrigerators and TVs being exploited to spread spam—made headlines. It is
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important to remember that many loT hacks employ I0oT devices as a gateway into a wider

network rather than targeting the devices directly.

For instance, researchers discovered in 2010 that Iranian centrifuges were physically damaged by
the Stuxnet virus, with strikes beginning in 2006 but the main attack taking place in 2009.
Stuxnet was a cyberattack that used malware to infect commands issued by programmable logic
controllers (PLCs) to target industrial control systems (ICS) using supervisory control and data
acquisition (SCADA) systems (PLCs).

With malware like CrashOverride / Industroyer, Triton, and VPNFilter targeting operational
technology (OT) and industrial 1oT (I110T) systems that are prone to attack, attacks on industrial
networks have only increased.

The first Internet of Things botnet was found in December 2013 by a researcher at the corporate
security company Proofpoint Inc. The researcher found that household appliances, smart TVs,
baby monitors, and other non-computer devices made up more than 25% of the botnet.

Security researchers Charlie Miller and Chris Valasek used a wireless hack on a Jeep in 2015 to
change the media center's radio station, turn on the vehicle's air conditioning and wipers, and
disable the accelerator. They said that they could also turn off the engine, apply the brakes, or
turn off the brakes entirely. Through Chrysler's in-vehicle communication technology, Uconnect,
Miller and Valasek were able to access the car's network.

One of the biggest 10T botnets to date, Mirai, launched its initial attacks on the websites of
journalist Brian Krebs and French web server OVH in September 2016. The attacks were
measured at 630 Gbps and 1.1 Thps, respectively. The network of domain name system (DNS)
service provider Dyn was attacked the next month, taking down several websites for hours,
including Twitter, The New York Times, Amazon, Netflix, and Netflix. Consumer loT devices
like routers and IP cameras allowed the attackers to enter the network.

Since then, a number of variations of Mirai have appeared, including Hajime, Hide 'N Seek,
Masuta, PureMasuta, Wicked botnet, and Okiru, among others.

The Food and Drug Administration issued a warning in January 2017 that the embedded systems
in implantable cardiac devices made by St. Jude Medical that use radio frequency technology,
such as pacemakers, defibrillators, and resynchronization devices, could be vulnerable to security
breaches and attacks.

Trend Micro uncovered an 10T Mirai botnet downloader in July 2020 that could be modified to
accommodate new malware strains and help spread malicious payloads on Big-IP boxes that
were left exposed.

The discovered samples were also seen to take use of freshly discovered or unpatched flaws in
popular 1oT hardware and software.
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A group of Swiss hackers broke into the live feeds of 150,000 security camera firm Verkada's

cameras in March 2021. These cameras kept an eye on what was happening in places like Tesla,
prisons, hospitals, and schools.

loT security vendors by feature
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0T security standards and legislation

Although there are many loT security frameworks, there isn't yet a single industry acknowledged
standard. To assist businesses create and deploy loT devices, 10T security frameworks offer tools
and checklists that can be adopted. The GSM Association, the 10T Security Foundation, the
Industrial Internet Consortium, and others have all produced such frameworks. The Federal
Bureau of Investigation issued a public service announcement in September 2015 with the FBI
Alert Number 1-091015-PSA, which cautioned about the possible weaknesses of 10T devices and
provided advice on consumer protection and defence.

The 10T Cybersecurity Improvement Act, which was presented by Congress in August 2017,
would mandate that any 10T device supplied to the U.S. government not utilise default
passwords, not have known vulnerabilities, and provide a way to patch the devices. It established
a standard for security measures that all manufacturers should follow, even though it was
targeted at those producing gadgets that were supplied to the government.

The Senate enacted the Developing Innovation and Growing the Internet of Things (DIGIT) Act
in August 2017, however the House has not yet approved it. The Department of Commerce
would be obligated by this law to organise a working group and provide a report on IoT,
including security and privacy.

The General Data Protection Regulation (GDPR), which was published in May 2018, combines
data privacy rules throughout the European Union, despite not being loT-specific. 10T device
manufacturers should take into account these precautions since they apply to both 10T devices
and their networks.

The State of Modern Application, Research and Trends of 10T Act (SMART loT Act), sponsored
by Congress in June 2018, calls for the Department of Commerce to examine the 10T business
and make recommendations for its safe expansion. The SB-327 Information privacy: connected
devices law, which added security criteria for 10T devices sold in the nation, was enacted by the
California state senate in September 2018.
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Privacy is an entitys right to determine the degree to which it will interact with its environment
and to what extent the entity is willing to share information about itself with others. The main
privacy goals in loT are:

e Privacy in devices — depends on physical and commutation privacy. Sensitive
information may be leaked out of the device in cases of device theft or loss and resilience
to side channel attacks.

e Privacy during communication — depends on the availability of a device, and device
integrity and reliability. 10T devices should communicate only when there is need, to
derogate the disclosure of data privacy during communication.

e Privacy in storage — to protect the privacy of data stored in devices, the following two
things should be considered:

o Possible amounts of data needed should be stored in devices.

o Regulation must be extended to provide protection of user data after end-of-
device life (deletion of the device data (Wipe) if the device is stolen, lost or not in
use).

« Privacy in processing — depends on device and communication integrity. Data should be
disclosed to or retained from third parties without the knowledge of the data owner.

« ldentity privacy — the identity of any device should only discovered by authorized entity
(human/device).

« location privacy — the geographical position of relevant device should only discovered by
authorized entity (human/device) .

The European Telecommunications Standards Institute published the first globally applicable
standard for consumer loT security in February 2019, addressing a topic that had not before
received such attention. The Internet of Things Cybersecurity Improvement Act of 2020 was
signed into law by the president of the United States at the time in December 2020, and it
instructs the National Institute of Standards and Technology to establish minimum cybersecurity
standards for 10Ts that are under US government control or ownership.

0T security issues and challenges

Threat actors can intercept devices in more ways the more ways they can connect to one another.
loT devices rely on a variety of protocols that hackers can intercept, including HTTP (Hypertext
Transfer Protocol) and API.

Also not exclusively included under the 10T umbrella are internet-connected gadgets. Bluetooth-
enabled appliances are considered 10T devices as well and need 10T security. Such oversights are
a factor in the current increase in loT-related data breaches. Here are a few loT security issues
that continue to jeopardise people's and businesses' financial security.

Remote exposure

Due to their internet-supported connectivity, loT devices have a far larger attack surface than
traditional technologies. Although very helpful, this accessibility also makes it possible for
hackers to remotely control devices. This explains why hacking tactics like phishing are so
successful. l1oT security, like cloud security, must take into account a lot of entry ways to
safeguard assets.
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Lack of Industry Foresight

Businesses are continuing to adapt their operations digitally, and some industries and their goods
have followed suit. To increase productivity and cut costs, sectors like automotive and healthcare
have recently broadened their choices of 10T devices. But this digital revolution has also led to a
greater reliance on technology than before.

A reliance on technology can magnify the effects of a successful data breach, even if this is
typically not a problem. This is alarming because these sectors now rely on IoT devices, a type
of technology that is inherently more vulnerable. Additionally, many healthcare and automotive
businesses were unwilling to commit the money and resources necessary to safeguard these
devices.

Due to the lack of industry vision, many businesses and manufacturers are now unnecessarily
vulnerable to rising cybersecurity risks.

Resource Constraints

The lack of planning isn't the only problem with 10T security that newly digitised industries must
deal with. The resource limitations of many of these devices are a big issue with 10T security.
Not all Internet of Things (IoT) devices have the processing power to include sophisticated
antivirus or firewall software. Some hardly have any connectivity to other gadgets. Bluetooth-
enabled IoT devices, for instance, have seen a recent surge of data breaches. Once again, one of
the markets that has been most negatively impacted is the automotive sector.

Discussion

The exponential growth of the 10T has led to greater security and privacy risks. Many such risks
are attributable to device vulnerabilities that arise from cybercrime by hackers and improper use
of system resources. The 10T needs to be built in such a way as to ensure easy and safe usage
control. Consumers need confidence to fully embrace the 10T in order to enjoy its benefits and
avoid security and privacy risks.

The majority of loT devices and services are exposed to a number of common threats as
discussed earlier, like viruses and denial-of-service attacks. Taking simple steps to avoid such
threats and dealing with system vulnerabilities is not sufficient; thus, ensuring a smooth policy
implementation process supported by strong procedures is needed.

The security development process requires thorough understanding of a systems assets, followed
by identifying different vulnerabilities and threats that can exist. It is necessary to identify what
the system assets are and what the assets should be protected against. In this paper, assets were
defined as all valuable things in the system, tangible and intangible, which require protection.
Some general, 10T assets include system hardware, software, data and information, as well as
assets related to services, e.g. service reputation. It has been shown that it is crucial to
comprehend the threats and system weaknesses in order to allocate better system mitigation. In
addition, understanding potential attacks allows system developers to better determine where
funds should be spent. Most commonly known threats have been described as DoS, physical
attacks and attacks on privacy.
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Three different types of intruders were discussed in this paper, namely individual attacks,
organized groups, and intelligence agencies. Each attacker type has different skill levels, funding
resources, motivation, and risk tolerance. It is very important to study the various types of attack
actors and determine which are most likely to attack a system. Upon describing and documenting
all threats and respective actors, it is easier to perceive which threat could exploit what weakness
in the system. Generally, it is assumed that I0T intruder has full DY intruder capabilities in
addition to some limited physical compromise power. We will presume that physical
compromise attacks do not scale, and they will therefore only at-worst affect a limited population
of the total number of 10T devices. IoT architecture must consequently be designed to cope with
compromised devices and be competent in detecting such incidents. It is concluded that attackers
employ various methods, tools, and techniques to exploit vulnerabilities in a system to achieve
their goals or objectives. Understanding attackers motives and capabilities is important for an
organization to prevent potential damage. To reduce both potential threats and their
consequences, more research is needed to fill the gaps in knowledge regarding threats and
cybercrime and provide the necessary steps to mitigate probable attacks.

CONCLUSION

Depending on your particular 10T application and where you are in the 10T ecosystem, several
loT security techniques are used. IoT producers, such as those who create products and
semiconductor firms, should focus on integrating security from the outset, creating hardware that
is impenetrable, designing secure hardware, assuring secure upgrades, offering firmware updates
and patches, and undertaking dynamic testing. Secure software development and secure
integration should be a solution developer's main priorities. Hardware security and authentication
are crucial precautions for people who are adopting 10T systems. Similarly, for operators,
maintaining systems, reducing malware, auditing, preserving passwords, and securing
infrastructure are essential. Prior to implementation, it is crucial to balance the risks versus the
cost of security for any 10T deployment.
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