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Abstract. Blockchain (BC), the Bitcoin crypto-currency system technology — is starting to be introduced with the
Internet of Things ecosystem as a means to ensure enhanced security and privacy. In this field both academics and
industry are currently focused on fervent research. In order to ensure BC's security through keeping the digital
transaction leader incorruptible, the Proof of Work (PoW) encoder puzzle plays a key role. BC also uses an evolving
public key to record the identity of the user and offers further confidentiality. It was not only implemented in
cryptocurrency, but also in: distributed stock systems, location proof and multi-layered non-monetary healthcare
systems. In order to evaluate the implementation and associated challenges of BC IOT security, BC solutions have
provided enhanced protection to the IoTecosystem and investigated recent research documents and
projects/applications. The quick Internet of Things (IoT) provides users with great convenience in various areas,
such as clever homes, intelligent transportation, etc. However, safety risks can also be identified. Three layers of IoT
(Collection layer, network layer, application layer) and three layer security problems are presented in the article.
This paper. Second, for various ioT devices throughout the entire life cycle, we offer a high level blockchain
security management System. Finally, the focus is on open research and future work.
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I. INTRODUCTION

Modern industry has been pushed into a new level with the development of a number of technologies and innovative
concepts like BigData and Cloud Computing[1]. Therefore, the Industrial Internet of Things (IIoT) has been set up
in order to produce intelligent products in the intelligent factory. Through IloT, data interaction is no longer
independent of various industrial devices at asmart factories. The interaction of clusters Intelligent and networked
production transformation and upgrade may be facilitated by the collision and fusion of information[2][3]. Actually,
the trends and initiatives of the industry are aiming at using the Internet to connect the industry's unconnected
elements and realise the fourth industrial revolution[4].

Many now have mature industrial IoT platforms thanks to the attention and promotion of smart platforms like
SimensMindSphere, SchneiderEcoStruxure, GE Predix, etc. The integration of Vertical, Horizontal and End-to-End
integrated systems by these IoT platforms bridges the problem of data insulation devices and integrates various
equipment into a smart plant. However, the architectural limitations and vulnerabilities of the devices underlying
[IoT have made them highly vulnerable to critical security and private data attacks. Several cases of attacks on the
normal IoT environment data acquisition systems have been reported[6]. However, there were many vulnerable
nodes[7] which revealed many different equipment loopholes by internet connection, detection and long-term
monitoring. The authors also disclosed malware, malicious scripts, etc. in [8] at an application level could easily
sneak into several applications that could violate user data privacy if the user does not allow them. Not only would
such threats and attacks lead to sensitive data leakage, they would also lead to significant social and economic
problems and threaten national security. Therefore, we urgently need security and privacy deficiencies in the
existing IIoT architecture.
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Nakamot proposed a digital currency pair to the pair system named Bitcoin in 2008 on the basis of
Blockchaintechnology[9]. The system has been continuously operating since then. The IIoT and Bitcoin systems are
quite similar, including numerous different nodes, high-security and privacy requirements, hollow and volatile data
exchange. Blockchain can therefore be used for improving the underlying IIoT architecture and to solve the above-
mentioned weaknesses. In [10], the authors proposed a new Blockhain two-factor authentication system to guarantee
data security. In[11] the platform was combined with Blockchain's Open Source Platform to increase the security of
equipment and a propagation method was developed.

II. BLOCKCHAIN OVERVIEW

A. Background

Satoshi Nakamoto designed BlockChain in 2008[7] as a public transaction leader that remains unchanging and
distributed. The idea of BC was suggested that Bitcoin should address two-way crypto-currency problems. BC
consists of an ever-growing information package called blocks. The BC is compounded by a time stamp sequence of
the latter block and the value of the previous block transaction data. No single authority is responsible for the
administration of this issue because BC is a distributed leader, but the legitimacy of each block is confirmed by the
pairs involved.

B. Design Goal

e Decentralization: The journals of the BC are decentralized because data are stored on the entire peer-to-peer
network. As no centred data store node exists, BC removes the vulnerability of the single fault point. The third
party requirement is also reduced by decentralization.

e Autonomy: The BC is unable to control any individual entity. A majority of network nodes require the consent
to save, transmit or update data in BC. It ensures reliability and consistency by using a decentralized consensus
technology and ensuring autonomy without requiring any trustworthy third parties.

e Transparency: High level of transparency is maintained by BC systems. If any data is required to be entered or
updated in the addressee, the system should verify and authenticate it. This is why any transactions that are
fraudulent are not included in the leader.

e Security: The two things which secure the system in an inherently cryptographic format include the protocol
that confirms that the block in the network is a distinctive feature for each block and a consensus mechanism.
The system users use public key encryption to make its transaction digital signatures.

e Collective Verification: In the BC model, after the verification of other participating nodes, a particular
transaction is added. In BC-based systems the need for a third party is reversed through collective verification
and identification.

e Anonymity: Discovering the identity of the actual user of a BC system account is theoretically uncomfortable
since the identity behind cryptography is obscured. To authenticate users and control access, BC uses Public
KeyCryptography. Changeable Private Key (PK) for authentication and identification of source by anonymous
users is used to sign each transaction digitally

e Privacy: In decentralized peer-to-peer networks, BC system offers much privacy and security. Many promising
research on Ethereum, like ZCash, has improved confidentiality in BC. Thanks to its decentralised network
privacy, BC Technology became more popular.

C. Working Procedure

e Broadcasting transaction: The transaction node that is requested will first be encrypted via PK and then
transmitted to a network of peers.

e Transaction validation: Using public key encryption, network nodes validate the transaction and the request
node authentication.

e Block validation: Every transaction that has been verified is combined in one block and transferred to the entire
network. This block has been validated by nodes executing the consensus (PoW) or Proof-of-Stake (PoS)
algorithm.

e Appending to BC: The BC is stable and irreversible with a validated block.

D. BlockChain Structure
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Depending on the element, the structure may vary. The block features the last hazh value block, key data, the value
of the nonce obtained by resolving any algorithms of consensus, such as PoW, PoS puzzle, time line server and
much more. Key Bloc data can vary from request to request, e.g. smart contract paperwork, bank records, IOT data,
claims processing, etc. Data on time stamps is evidence that the majority of participating nodes granted were first

received at the time of each transaction

Proof of Work
¢ee

hfan dml=

proof of work is a requirement to define A reward Is given to the first miner who Network miners compete to be the first to
an expensive computer calculation, solves each blocks problem. Jfind a solution for the mathematical
also called mining problem

Figure 1. The proof of work concept

E. Consensus Algorithms

There is no trusted third parties in BC system who regulate the workings of the system, how the system can be
modified or updated. Instead, all the nodes on the network are resolved or security violations are protected, funds are
monitored and an unchallenged exchange is guaranteed to prevent fraudulent activities. The mechanism for

consensus is the process through which each node agrees and the message on a common content is correct.

e Proof of Work (PoW): Proof of Work (PoW) is a technological solution for finding confidentiality puzzles.
There is a lot of computer power to resolve the mathematical puzzles. The puzzle output isa hash used for the
verification of any transaction. The nodes which calculate the solution for the PoWcallminers are responsible.

e Proof of Stake (PoS): The problem with the PoW mechanism is that there is a high demand for computer power,
a waste of resources and a reduction in the performance of the entire BC system. To solve the problem
introduced by the mechanism of proof of stake (PoS), the computational power is not that high. This system

requires a certain amount of cryptocurrency, considered as stake, if any node wants to create a block.

A high-level diagram shows the system block in figure 2.

A verified transoction
0 can involve any digital
ﬁ,—.\ astet
Validation
B . o= Lidstion 0 0
oo B(®)me 2=
tronsaction Is v\—" nodes validate the
broadcast to the transaction
p2p network of Jollowing the O
nodes protocol '
Once verified, the
l transoction becomes a
part of new block for the
ledger

c----coeee®------@P

The new verified block gets
The transoction is odded to the existing
complete blockchain

Figure 2.a high-level view of technology from Blockchain
F. Types of Blockchains
Currently three types of BC systems are available.
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e  Public Blockchains: North restrictions on access to the BC exist in public BC systems. Anyone can transact and
use the internet to participate in a consensus mechanism. The two main BC systems that are PublicBC are
BitcoinandEthereum.

e Private Blockchains: Private BC is in this way restricted. An invitation from an administrator is required if a
node wants to be part of the BC system. Access to the participant and validator is governed.

e Consortium BC: It is not monitored by an individual organisation, rather a group of companies work on such a
network. As partly decentralised networks, consortium BC can thus be considered.

While the Bitcoin cryptocurrence used the Blockchain for the first time, the BC is only regarded as an exemplary
use. Blockchain is a relatively new computer technology, enabling unlimited applications, like health systems,
managing human resources, recruitment, stockpiling and verification of legal documents, including deeds and
various certificates, 0T, and the cloud. Blockchain has indeed become perfectly known as the World Wide Ledger,
which simplifies the verification of smart transactions, decentralised and/or independent organisations, government
services and so on with a number of new applications. The typical and diverse blockchain applications are shown in
Figure 3.
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Figure 3.Blockchain technology standard application

III.LENHANCEMENT OF SECURITY
Proposed Work Architecture
This architecture describes different entities interacting for information exchange and the framework within which

they operate. The following are included:
Challenge response — how electronic component units conduct integrity controls - how to update ECUs
» genesis blocks - how to create records on a motor vehicle.
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* Transaction Genesis- how vehicles are registered in a network

The vehicle's behaviour needs to be continually monitored and the changes in the ECU state monitored. The
proposed structure is therefore split into two pipes, the bottom and the top.

The 2 levels define the entities' function and guarantee data privacy. The top-level comprises road transport
agencies, law enforcement agencies, insurers, engineers and vehicle producers. Because they are integrated well, the
tracking of actions like an update[17, 18] affecting the ECU is easier and the only trust agencies able to verify State
changes are the legal and transportation authorities. In this tyre, the focus is on maintenance and registration of
vehicles. When the vehicle is registered in the top level, a new block record is created. This includes both of the
hash values and the vehicle's condition. These values are applied to the lower level of the vehicle[19, 20]. ECU
hashings are compared to the lowest predefined values for the firmware and the current vehicle condition.
Furthermore, the diagnosis data are stored at the top floor to track the maintenance schedules and service technicians
and car manufacturing companies. The vehicle monitoring and responsible decision-making will play a critical role
in testing scenarios[21]. Communication between roadside (RSU) units and intelligent cars is commonly referred to
as a vehicle network. The communication is carried out according to IEEE 802.11p. The standard security measure.
Should any part of the ECU be jeopardised, this will open the door to malicious attacks such as transmitting false
information affecting the decision of the driver.
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Figure 4. Proposed Work Architecture Framework
Transactions
The key communication means between smart cars and roadside units (RSUs). During the communication process,
information is exchanged and transactions of different kinds in turn facilitate this exchange:
Upper Tier: Includes relevant information on the different actions carried out in this layer on a smart vehicle. It also
contains information during mounting of the vehicle. Insurance companies could look for evidence on the same level
in the event of an accident.
Genesis transactions: The vehicle manufacturer begins this transaction during the assembly of the car. The smart
vehicle firmware Merkle tree root is used to establish Hash values, such as time stamps, time creation and associated
time stamps.
Update Transaction: Either the service engineer or the vehicle manufacturer triggers this transaction. This
transaction is initiated when the firmware is updated when the diagnosis and maintenance takes place. This affects
the hash values and the public key and time stamp of the components. Upon receiving transaction updates in the top
tube, the block or record of the intelligent car will also be updated in the lower tube. Using the updated blocks, the
genuineness of the intelligent RSU vehicle is determined.
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Request Transaction: In order to allow compensation and decision-making, the insurance company initiates the
transaction. It comprises the public key, the request for data and the signature of the insurance company.

Lower tier: The top-level transactions are reflected in the bottom level and added to the blocks. The lower levels of
blocks at the top are managed by the RSU and administered by law enforcement and the transport authorities. The
lower communication levels also provide comprehensive information on RSU-Smart Vehicle communication.

IV.RESULTS AND DISCUSSION

A common, open research emulator is used to evaluate the performance of the work. The initial tests are used to
evaluate the project's viability and help prepare the real-world test. We compared the proposed work with a similar
database in order to determine the overhead. Fig. 5 illustrates the results observed graphically when the time
measured is increased according to the number of vehicles examined.
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After registering the smart vehicle, it creates a block and sends the information from the top validators to roadside
units. Fig. 5 shows the time required for building a smart car block. Depending on the number of vehicles to be
updated, the time taken will also increase accordingly. Fig.6 also shows the time necessary for MerleTime
calculation for the intelligent vehicle and information exchange between components during the period.
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V. CONCLUSION

The two technologies have been presented in this article in order to answer the research question "to how much
Blockchain is used to improve the general Internet safety of things (IoT) ecosystems. Current safety issues relating
to IoT systems have also been discussed. The authors have examined how the Blockchain app can solve security and
security issues in the IoT ecosystem.

Two relatively new but promising technologies are being used in Blockchain and the Internet of Things (IoT). In
addition to its early application for bitcoin production, the way in which the Blockchain app expanded has
demonstrated its applicability and versatility in safe networked transactions overall. IoT has shown that it can do
much more than just a wireless sensor network. Blockchain and its joint versions offer several security aspects,
including enhanced privacy, reliability, traceability, detailed data source and precise time-stamping, which other
technologies could not yet offer themselves. BC has thus been able to adopt it beyond its original applications and is
now being utilised to secure all types of transactions, including communications between people, people, machines
and men and machines. Blockchain's acceptance seems secure, particularly with regard to the internet of things'
internationalisation (IoT). The decentralised use of the world internet also makes redundancy, distributional data
redundancy and therefore survival attractive.
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