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ABSTRACT

The Internet-of-Things (IoT) concept can be applied to smart homes in a specific way. When it comes to setting
up a network for your smart home, two of the most important considerations are safety and privacy. A
potentially dangerous smart house can divulge information about its owners' personal habits and routines,
raising serious security concerns. In this article, we'll look at how to keep your smart home safe from intruders
while also protecting your privacy. Classifying smart home services is done in accordance with the underlying
device-to-device and cloud interaction. There are many existing security solutions that can be adapted for a
cloud-assisted home network, such as distance-bounding protocols such as ISO-KE, TLS, Schnorr, Okamoto
Identification Scheme (IS) or Pedersen commitment schemes.

Index Terms—Internet-of-Things, privacy, security, communication, smart home.

1. INTRODUCTION

It's becoming increasingly easier for humans to make use of the Internet of Things (IoT) across a wide range of
industries and settings. Such IoT ecosystems, while their extraordinary potential, create serious security and
privacy problems.. These smart houses and buildings have a variety of equipment that communicate with each
other on a local network. Table 1 outlines the most common HAN devices and the underlying communication
protocols they use. The HAN's device connectivity can be seen as a star topology, with each device connecting
to a central device controller.. External communication is provided through a direct connection between the
device controller and the home router. Many difficulties arise when attempting to construct a HAN.

Different embedded hardware, operating systems and user interfaces are all part of the heterogeneity of devices.
For example, HAN devices may be fitted with operating systems such as Tiny OS, Contiki and RIOT (micro-
kernel based). Transmission medium protocols such as MQTT (Message Queuing Telemetry Transport), CoAP
(Constrained Application Protocol), User Datagram Protocol (UDP), and Transport Control Protocol (TCP) are
examples of communication heterogeneity (TCP). Specialized knowledge. Engineers and security professionals
aren't the only ones who might be considered "wise" homeowners. As a result, the majority of smart home
owners either manually control their devices or have a fully automated home. Constraints on resources and the
gathering of data.Lacking in computational and storage power, the majority of HAN devices. HAN devices, on
the other hand, are a constant stream of data. As a result, one must store the data of all devices in a single
location (perhaps the cloud), which necessitates secure and private data gathering and processing.
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Fig. 1: Traffic activity in correlation with user activity.
It is shown in Figure 1 that CloudCam, Google Home, and Belkin WeMo all have activity on the same channel
at any given time. If a user enters or quits their house, CloudCam will show a spike in channel activity (up to
400 KB/s traffic rate). When a user initiates a voice command to turn on or off the light bulbs, the Google Home
indicates a spike in channel activity (up to 250 KB/s traffic rate). Similar to a bi-state WeMo switch, which
reaches its maximum activity when it is turned on, a channel with less than 20 KB/s activity is produced.
2. LITERATURE IDENTIFICATION
IEEE Xplore, ACM Digital Library (ACM DL), Web of Science (WoS), SpringerLink, and ScienceDirect are
used in this systematic review to find evidence. Previous research [5,6] have been useful in the search for
scientific evidence and related to the scope of the review, however they are now out of date. [7,8] We're not
going to reinvent the wheel in this study. It thus gives an up-to-date study that includes articles until the end of
2020 instead of the total time period. In our earlier survey review, we used the same broad question [6]. An
established, developed, and tested query is included, which matches the scope discovered by manual searching
to sites that are regarded indexing candidates. The existing time limits mean that we have to incorporate the
most recent literature by a year. For this method to work, there must be a continuity between the present study
and the last one.
Included and omitted items form the basis of a well-thought-out search query. We begin our search by
describing the terms and keywords that we hope to find in our results. "Internet of Things" or "IoT" is the first
keyword we use, followed by "Security." The poll we're running makes it plain that we need to utilise these
phrases; but, there is a great amount of study on IoT Security, thus we need to further refine our search in order
to get relevant results. "Authentication," "Authorization," "Access Control," and "Identity" are all keywords that
we want to include in our findings (short for identity management). After identifying what we were looking for,
we added what we wanted to exclude from our results to our search query. We narrowed our search by
excluding papers that cover security at a lower level in the network stack. All publications containing the
keywords "network," "hardware," "radio frequency identification," and "protocol" were rejected in the process.
We also eliminated any publications with the keyword "Cryptography" from this survey because we are not
focusing on this topic. Remove all papers with the terms "Survey" or "Student," in their title, from our results to
confirm that our results did not include any surveys.
3. SECURITY THREATS AND GOALS
Numerous active and passive attacks could compromise the current state of HANs. A taxonomy of these risks is
presented in Table 2. Security requirements for proximity-based communication scenarios in the HAN are
summarised below.
Participants' identities are verified and proof is provided to each participant that they are interacting with the
correct party. In order to authenticate, digital signatures, secure identity transmission, physically-unclonable
functions (PUF), and secure key exchanges are possible options.
An authenticated user is granted privileges through authorization. Access permissions are granted by a
combination of fine-grained policy management and a variety of access control approaches.
In order to protect the messages from an enemy, it is necessary to ensure that they are only accessible to
authorised users. Various methods of maintaining privacy, including as encryption, secret-sharing, traffic
padding, zero-knowledge proofs, proofs of knowledge, group signatures, and pseudonym systems, are available.
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* Integrity: ensures that the identity and communications are correct and consistent. Time stamping, nonces, and
sequence numbers are just a few of the methods used to ensure data integrity in cryptographic hashing.

An authorised user's access to resources and services is guaranteed. There are a number of ways to ensure
fairness, such as anomaly detection, firewalls, and specific communication hardware that prevents external
harmful traffic from entering the network

* Non-repudiation: prevents a transmitted message or protocol execution from being denied by either the sender
or the receiver. Non-repudiation is frequently ensured by the use of digital signatures.

In order to be able to check the validity of a transaction, a judge or other participant must be given the ability to
deny that a protocol instance was ever executed in which the same prover was an active participant. This ability
to deny that a protocol instance was ever executed is known as "accountability" or "auditing." So even if all
protocols are recorded for future study, it does not suffice as an identifying evidence for a specific prover who
was present during the protocol.

4. PERFORMANCE

There are four different criteria for comparing protocols in Table 1. Figure 2 shows the direct iteration cost for
communication complexity. It takes time and is prone to congestion when dealing with the trusted authority
online. A trusted third-party is no longer required in every round of authentication under these updated systems.
Does pre-processing of the certificate need to occur before protocol execution? During protocol execution, each
party must do a certain number of exponentiations. This is shown in the fourth column. Out of band
communication is required to validate an identity via a wireless channel by determining its tentative distance, as
shown in column five of this table. As an added bonus, the final column shows which model of interaction these
particular protocols can be used in (whether it's D2D or O2C).

Using Python 3 and the Charm Crypto module, we've constructed our implementations. On the NIST authorised
elliptic curve primel92vl [16], we examined numerous proof of concept implementations; in Schnorr groups,
we tested 1024-bit safe primes (e.g. p = 2q + 1). Each protocol's average processing time was determined by
running 1000 instances of the code. Table 2 displays the findings. As long as the computations are not impacted,
the message latency is not an issue. Consequently, the calculations of different parties are intertwined in each
protocol implementation.

TABLE 1: Protocol comparison.

Protocols Direct iteration | Certificate Exponentiation | Qut-of-band | Purpose
cost preprocessing | cost (per party) | verification
ISO-KE [12] 3 rounds Yes 1 No Secure key exchange (D2DW)
SIGMA [13] 3 rounds No | No Secure key exchange (D2DW)
TLS [14] >3 rounds Yes 1 No Secure key exchange (D2DW,
D2DWL)
Schnorr IS [3] 4 rounds No | No Identification (02C)
Okamoto IS [10] | 3 rounds No 2 No Identification (02C)
Pedersen 3 rounds No 2 No Zero-knowledge  proof  of
commitment [10] knowledge (02C)
Distance- >4 rounds No | Yes Authentication (D2DWL)
bounding [6]
TABLE 2: Execution times for different protocol versions.
Protocols EC primel92vl | Integer Group

ISO KE 3.899 ms 7.352 ms

SIGMA 5.134 ms 10.799 ms

Schnorr 1S 1.126 ms 2.439 ms

Okamoto IS 1.969 ms 4.154 ms

Pedersen commitment 1.898 ms 2.552 ms

CONCLUSION

In HANS, the essay examines security protocols for a paradigm of communication based on proximity. To put it
more succinctly, the HAN model consists of interactions between devices and the cloud. There are two aspects
in the proximity-based communication model: the present and the past. These two aspects govern the

5998



International Journal of Early Childhood Special Education (INT-JECSE)
DOI: 10.9756/INT-JECSE/V1412.678 ISSN: 1308-5581 Vol 14, Issue 02 2022

applicability of these security protocols. These security protocols are compared and evaluated here. There is a
fraction of a second of calculation delay overhead for these protocols, therefore they can easily be implemented
in HAN environments.
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