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Abstract: Internet intermediaries have been truly instrumental in facilitating the ‘Internet Revolution’ which has
added a sparkling dimension to human civilization. They have contributed immensely to bringing about the ‘Digital
Age’ that we are living in today. But like all the other good things around us, there is a flip side to this story as well.
The internet provided an inexpensive, convenient and enabling environment for the ushering of the freedom of
speech and expression for the users. However, the rapid proliferation of social media and the unregulated use of the
new media gave rise to instances of fake news circulation, violation of privacy and other fundamental rights, hate
speeches, polarisation and law and order problems among other challenges.The Union Government has come up
with The Information Technology (Guidelines for Intermediaries and Digital Media Ethics Code) Rules, 2021
reportedly to overcome the threats posed by the inadequately regulated new media. The government has backed the
guidelines saying it would bring much needed accountability and transparency in the digital world, while at the same
time, the guidelines have been equally condemned and criticised by rights activists and media organizations
underlining that it is an attempt to weaken the freedom of speech vital for our vibrant democracy. This paper
attempts to examine the legality of the contentious provisions of the ‘Intermediary guidelines’ and evaluate the
impact it has on our internet experience.

Keywords: Constitutionality, intermediary guidelines, internet freedom, cyberspace, privacy, digital age, new
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The Ministry of Electronics and Information Technology notified [1] the Information Technology (Intermediary
Guidelines and Digital Media Ethics Code) Rules, 2021 on 25th February 2021 in exercise of the powers conferred
by section 87 of the Information Technology Act, 2000. The Rules were made in supersession of the Information
Technology (Intermediaries Guidelines) Rules, 2011.

According to the Government of India press release that accompanied the release of the Rules on 25th February
2021, “Instances of use of abusive language, defamatory and obscene contents and blatant disrespect to religious
sentiments through platforms are growing”.[2] As in, the government is concerned with the burgeoning menace of
fake news propagation and its consequences in the form of mob lynching, violence etc. Social media is also being
misused to share morphed pictures and videos of women apart from maligning the dignity of women through the
uploading of revenge porn. The criminals and anti-national elements are utilizing the realm of social media to pose
new challenges for the security agencies. Criminal activities like financial frauds, impersonation, obscene content,
child pornography, inciting of violence and disharmony are increasing rapidly owing to the under-regulated and
unbounded online platforms.

The government felt that presently “there is no robust complaint mechanism" to register grievances of the
social media and OTT subscribers and redress them properly in a time bound manner.[3] The system lacked the
much-required transparency and accountability with regards to the content moderation at the intermediaries’ end.
Neither the social media intermediaries were held responsible for putting forward the rationale behind removal of
some content or a profile nor was the user given any reasonable opportunity to be heard.

The digital world is a dynamic and fast-paced phenomenon. With the advent of newer technologies, the
concepts, institutions and the whole ecosystem either gets overhauled or they become outdated within a very small
span of time. In such a scenario, the rules and regulations covering the IT world too require quick updates in order to
remain relevant to the ever-evolving surroundings. The first substantial attempt to regulate the newly emerging
digital sphere in India was in the form of the Information Technology Act 2000 which came into force on 17th
October 2000.[4] Later on, a major amendment was made in it through The Information Technology (Amendment)
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Act, 2008. The ‘Blocking Rules [5]and the Information Technology (Intermediaries guidelines) Rules, 2011 were
the major Rules made under the IT Act. The new Rules of 2021 followed logically considering the developments
that have taken place in the last decade.

Meanwhile, there were certain developments that warranted attention of the government immediately. The
Supreme Court observed in Prajwala Case [6] that the government must come up with guidelines “to eliminate child
pornography, rape and gangrape imageries, videos and sites in content-hosting platforms and other applications.”
The Apex Court further asked the Ministry of Electronics and Information Technology (MEITY) to present a
timeline for the whole procedure of notifying the new guidelines. A Calling Attention Motion was introduced in the
Rajya Sabha about the ‘misuse of social media and spread of fake news’ in the year 2018 and the Minister while
replying to it expressed the government’s intent for strengthening the rules and regulations dealing with it and
making the intermediaries liable for the same. Similarly, an upper House Ad-hoc committee recommended after
analyzing the issue of online child pornography that there should be a provision for tracing the first originator of
such content on the social media platforms.[7]

Subsequently, the government presented the draft rules in December 2018 and invited comments from the
public and the civil society. After a lengthy round of comments and counter-comments and after analyzing them, the
Ministry of Electronics and Information technology gave the final touch to the Rules.

Salient features of the Guidelines-

The Intermediaries are under obligation to observe due diligence as mentioned in the guidelines to continue
receiving protection under the safe harbour provision of section 79 of the Information Technology Act 2000. Large
Social Media Intermediaries are required to observe additional due diligence. As in, Significant Social Media
Intermediaries are mandated to appoint certain officials residing in India responsible for the compliance of the
guidelines and for addressing the grievances of the users in a time bound manner. These intermediaries are also
required to deploy technology based automated solutions for filtering certain user generated content like the material
related to child pornography, sexual offences and so on. The curated audio-visual content and the publishers of the
online news and current affairs content have also been brought under the ambit of the broad guidelines issued by the
Government.[8] The Rules related to social media are to be administered by the Ministry of Electronics and IT while
the Rules pertaining to the Digital Media and OTT Platforms are being administered by the Ministry of Information
and Broadcasting. Let’s have a look at the guidelines in detail —

® Social Media Intermediaries: The Rules differentiate between intermediaries on the basis of their user base.
The Central Government has been vested with the authority to notify the threshold limit to designate a social
media intermediary as the ‘significant social media intermediary’. The Government has ascertained fifty lakh
users in India as the said threshold limit through a gazette notification published on 25th February 2021.[9]
This is intended to enable the smaller intermediaries to grow without subjecting them to additional due
diligence norms which have been laid down in rule 4 and 5 for the significant intermediaries.

® Due Diligence to Be Followed by Intermediaries: Section 79 (2) contains the ‘safe harbour’ provision for
intermediaries whereby they are not held responsible for the third-party information or data hosted on their
platform until they observe the prescribed due diligence. The rule 3 of the Information Technology
(Intermediaries guidelines) Rules, 2011 published on 11th April 2011 by the Central Government enumerated a
set of due diligence to be observed to claim the immunity provided by section 79. The new Rules i.e. The
Information Technology (Guidelines for Intermediaries and Digital Media Ethics Code) Rules, 2021 stipulate a
longer list of due diligence provisions besides prescribing additional due diligence provisions for ‘significant
social media intermediaries’ under rule 4. The Rules also lay down the consequences of non-observance of due
diligence in rule 7.[10]

® Grievance Redressal Mechanism: The rules mandate the intermediaries to appoint a Grievance Redressal
Officer and publish his contact details along with the grievance redressal mechanism on their platform to
effectively handle the complaints raised by a user or a victim. The Grievance Redressal Officer shall
acknowledge the grievance within 24 hours of receiving it and resolve it within a time frame of 15 days. The
officer is also under obligation to receive and acknowledge any direction or order of the appropriate
government or a competent court.[11] Intermediaries are required to delete contents that depicts the private
areas of individuals, shows them in any kind of nudity or in sexual act etc. within 24 hours of receipt of such
complaints.

® Additional Due Diligence for Significant Social Media Intermediary (SSMI):
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> Appointment of Resident Officials: Significant social media intermediaries are required to appoint following
officers:
(a) A Chief Compliance Officer to ensure compliance of the Rules and the IT Act, 2000.
(b) A Nodal Officer as a responsible contact person for the intermediary.
(c) A Resident Grievance Officer for addressing the grievances received.

Further, it has been mandated in the Rules that these officials should be residents in India.

vy

Compliance Report: The Intermediaries are under obligation to come up with a compliance report every
month which should compile the grievances received and the action taken thereon, among other things.

> Traceability Norm: Another important additional due diligence to be observed entails that the intermediary
should facilitate traceability of the first originator of the message for the purposes of prevention, detection,
investigation, prosecution or punishment of certain offenses.

> Physical Contact Address: These intermediaries shall publish on its respective platform a physical contact
address of its office in India.

> Account Verification: If a user wishes to voluntarily verify his account then he should be provided with an
appropriate mechanism to do so.

> Transparency in Content Moderation: If a user’s account is blocked or certain content posted by him is
removed by the intermediary then an intimation for the same should be communicated to the concerned user
containing the grounds for such action. Further, the user should be given a reasonable opportunity to present
his case.

> Government orders for blocking of Certain Content: Upon receiving an order by a court or notice by the
government or its agencies, the intermediary shall not host or publish any information which is prohibited
under any law with regards to the sovereignty and integrity of India, public order, friendly relations with
foreign countries and so on.

Rules for Digital Media and OTT Platforms:

Online curated content under the umbrella of OTT platforms have flourished at an unprecedented rate in the last few

years. Such content was not subjected to any sort of regulation or censorship so far and incidentally it racked up

huge controversy in some cases. As can be seen in the case of Amazon Prime web series ‘Tandav’ which released in

January 2021 garnering massive controversy all over the Country.[12] There were demands from certain sections of

the society to subject the OTT and digital media content to some sort of scrutiny before these can be showcased on

their respective platforms. In this context, the introduction of the guidelines for digital media and OTT under the
new ‘Intermediary Rules’ could be understood.

According to the government press release, “The Rules establish a soft-touch self-regulatory architecture
and a Code of Ethics and three-tier grievance redressal mechanism for news publishers and OTT Platforms and
digital media.” The applicable rules could be summarized in following bullet points-

e Online news publishers are required to follow Norms of Journalistic Conduct of the Press Council of India and
the rules provided under the Cable Television Networks Regulation Act. This would bring offline and online
media on the same page.

e  The Guidelines lay down a Code of Ethics for online news, Over the Top (OTT) platforms and digital media.

e The publisher of the online curated content is required to self-classify the content into five major categories
based on age and provide a mechanism for parental control on higher age group content. Also, the platform is
required to display and inform the viewer about the content rating so that they may take an informed decision
before watching the content.

e  An elaborate three-tier grievance redressal mechanism has been set up with varying degrees of self-regulation at
distinct levels.

- Level-I: Self-regulation by the publishers - The publisher would appoint a Grievance Redressal Officer in
India toredress the grievances received. A deadline of 15 days from the receipt of the grievance has been fixed
for resolving it.

- Level-II: Self-regulation by the self-regulating bodies of the publishers - Publishers are under obligation to
set up a self-regulating body which shall be headed by a retired Supreme Court or a High Court judge, or an
independent eminent person with not more than six members. The body will be responsible for overseeing the
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implementation of the guidelines by the publishers and it will also investigate the grievances that have not been
resolved by the publishers within the 15 days’ time limit.

Level-III: Oversight mechanism - The Ministry of Information and Broadcasting would establish an Inter-
Departmental Committee and the oversight mechanism. This body shall prescribe Code of Practice for the self-
regulating bodies. It would also hear grievance at the top level.

Introduction of the Draft Rules and the Aftermath

Ever since the introduction of the draft rules, these have been severely criticized by news organizations, online
media platforms and the civil right groups terming them violative of the fundamental rights guaranteed to the
citizenry by our Constitution. Some have called the government action as ‘digital authoritarianism’ [13] while others
fear it to have a ‘devastating impact on freedom of expression, privacy and security.” [14] Media organization The
Wire has termed the Rules as “Chinese model of online surveillance and censorship.” [15]

Therefore, it is a matter of urgent enquiry whether the ‘intermediary Guidelines’ are detrimental to the

fundamental rights particularly the right to speech and expression or not?

Contentions against the Guidelines:

1.

Tracing the first originator of content would undermine privacy and free speech: Rule 4(2) of the
guidelines mandates upon the Significant Social Media Intermediaries to facilitate the tracing of the first
originator of certain content for which an order from a competent court or appropriate government authority
has been received. This has been opposed vehemently and the messaging platform Whatsapp has even filed a
suit in Delhi High Court saying it would result in breaking the end-to-end encryption being employed by
messaging apps to maintain the privacy of its users.[16] The same would be against the fundamental right of
privacy emanating from the provisions of Article 21 and recognized by the Apex Court in the case of K.S.
Puttaswamy vs Union of India [17].

Automated filtering bound to block legitimate content as well: Under rule 4(4) of the guidelines, the
‘Gatekeepers’ of the digital world are obligated to deploy technology based tools to identify content
concerning sexual abuse, child pornography etc. but it is contended that “the technologies which are used for
automated filtering are still in their nascent stages of development”.[18] As a result valid and legitimate
content would also be blocked by these artificially intelligent tools. It would also lead to large-scale
surveillance and censorship by intermediaries just to be on the safe side while observing the norm.
Consequently, the whole exercise would ultimately affect free speech and expression over the internet.
Oversight mechanism imposes Government control over freedom of speech and expression: The
oversight mechanism sought to be set up at level III of grievance redressal mechanism facilitates the Ministry
of Information and Broadcasting to issue orders, directions and advisories to publishers of online content. The
Inter-Departmental Committee while hearing grievances under rule 14(5) can warn, censure, admonish or
reprimand and can also recommend action under section 69A of the IT Act, if it deems fit so.[19] As per rule
16, the Ministry of Information and Broadcasting has been empowered to issue directions for immediate
blocking of certain content where no delay is acceptable without giving the host any opportunity of being
heard. According to the Internet Freedom Foundation, the Committee has been provided with “wide-ranging
punitive powers over digital news media and OTT platforms” through the guidelines detrimental to the
freedom of speech and other fundamental rights.[20]

The rules are beyond the powers delegated under the parent Act: The Internet Freedom Foundation and
others contend that the “Rules suffer from an excessive delegation of powers”.[21] The ‘soft-touch’ oversight
mechanism in reality is a ‘non-judicial adjudicatory process’ which the parent Act (The IT Act, 2000) does not
particularly ‘empower the Government to do so.” Notably, LiveLaw challenged the constitutionality of the
Rules before the Kerala High Court and succeeded in getting a restraining order against the Union Government
for taking action against the organization owing to non-compliance of the new guidelines.[22]

The new rules create undue fear of law enforcement agencies: It is feared that the new regulations might
create a sense of fear amongst the citizenry taking a cue from the controversial Section 66A of the “IT Act,
2000 which was struck down famously by the Apex Court in the “Shreya Singhal case”. The regulations arm
the law enforcement agencies with powers to trace the originator of a particular content which might prevent a
user from posting content freely as things could be construed in different ways by different people.
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Conclusion:

However, the government has refuted all the contentions posed against the new guidelines. It is an accepted tenet of
the law that any of the fundamental rights can never be absolute and reasonable restrictions are required to be
imposed upon them for the larger interest of the society. Similarly, the Constitution of the Country empowers the
government of the day to reasonably restrict the fundamental rights enumerated in part III of the Constitution.

Though, oversight mechanism for the digital news media and the OTT platforms as provided in the guidelines
seem to be having a gripping effect on these platforms, it can be seen as a starting point and there lies ample
opportunity for making it perfect considering all the objections posed against it. With regards to the traceability
norm, it is argued by the government that it would only be applied when the content under scrutiny threatens the
sovereignty of the State or tends to disturb the public law and order or in the case of obscene material.

The belief and intention behind bringing in the new regulations has been clear. The government wants to curb
the ill-effects of the digital world that has grown by leaps and bounds in recent times. Further, the government
intends to make the intermediaries realize their responsibilities when it comes to vices emanating from the abuse of
their platforms. It is predicted the instances of fake news and disinformation would significantly come down after
the effective implementation of the guidelines of 2021. It has its own certain costs which cannot be measured just in
economic terms. Hate speeches and manipulated media pose great challenges to the law and order situation of the
State. The guidelines are expected to reduce this phenomenon. The new Intermediary Guidelines affixes
accountability on the social media platforms for the content being floated through them.

It is noteworthy that these platforms have grown humongous in user base since their inception about almost a
decade ago.As per a release by press information bureau, WhatsApp has about 530 million users in India, the same
figure for the YouTube stands at 448 million, while the Facebook and Instagram respectively have 410 million and
210 million users. Therefore, if the social media giants are minting money from the Country then they must come
forward to own their related responsibilities towards maintaining a safe and secure cyberspace for the citizens of the
Country.

Information Technology Rules, 2021 has been drafted in an attempt to regulate the content posted in the digital
space and prevent abuse of the same.Due diligence for the intermediaries, grievance redressal setup, self-regulation,
auto filtering of the content are some of the welcoming provisions of the guidelines which should certainly be
applauded. However, in doing so, some provisions have transgressed into the free domain of fundamental rights of
the citizens such as the free speech and the right to privacy. The safe harbor provision envisaged in Section 79 of the
IT Act has also been tempered with in order to tighten the noose around the unrestrained social media entities.
Hence the Rights’ groups are advocating for a better piece of legislation which strikes a finer balance between the
internet freedom and security of the cyberspace.
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