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ABSTRACT 

Voting machines are the entire aggregate of mechanical, electromechanical, or digital 

equipment (including software, firmware, and documentation required to application 

manipulate and assist equipment), this is used to outline ballots to solid and rely votes to 

document or show election effects and to preserve and convey any audit path information. The 

first vote casting machines had been mechanical however it's far an increasing number of not 

unusual place to use digital vote casting machines. Moreover, it's also vital that a fake access 

must now no longer be made so for this one of the maximum stable techniques for vote casting 

is the usage of a biometric sensor like a fingerprint reader. In this project, a Fingerprint reader 

is getting used for presenting get entry to to the voter in addition to creating a log if the 

individual has voted or now no longer. 
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I INTRODUCTION 

The Internet of Things is a tool of interrelated computing devices, mechanical and digital 

machines, objects, animals or people which may be provided with specific identifiers and the 

cap potential to interchange statistics over a network without requiring human-to-human or 

human-to-pc interaction.  RFID stands for Radio Frequency Identification. [1]This rapidly-

growing technology transmits statistics wirelessly thru the use of radio waves. RFID requires 

using a device known as a reader. The reader is needed to retrieve any statistics stored on a 

RFID tag. [2]The reader device carries an antenna and a small chip to transmit statistics through 

the radio-frequency electromagnetic field. The reader is answerable for deciding on up 

identifying statistics much like the suitable serial range from package deal tags. The statistics 

is picked up through the antenna which emits radio signs and receives signs decrease returned 

from package deal tags. [3] These signs are then transmitted in digital format to the first-class 

pc tool. Biometric Systems are automated techniques of verifying or recognizing the identity 

of a dwelling man or woman on the basis of some physiological tendencies like a fingerprint 

or face pattern or some additives of behavior like handwriting or keystroke patterns.  The above 

era are interfaced in this mission to decorate the security. [4]The main aim of the project is to 
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eliminate the security compromises in the existing voting system by introducing various 

authentication steps (Biometric, IOT and RFID).Votes are casted by just identification and 

casting process which lacks security. The existing voting system does not have security features 

as the votes can be casted by any other and lot of excess polls is recorded. Due to this 

disadvantage this model is proposed. In this proposed system the voting system is improved 

with security features to avoid various security issues like illegal voting’s. [5]The proposed 

system consists of various security authentications by various election officers followed by the 

implementation of aadhar with voters ID which is for the voter’s identification and the votes 

are casted by the voters using their fingerprints. The voters can get a notification of their casting 

as an alert SMS. [6]This intimates the voters and they can crosscheck whether they have voted 

or not. This can be implemented and can provide safe and secure voting. In this voting system, 

the first module is the authentication of the election officers by an IOT webpage which 

increases the security of the system. Here we use adafruit.io website to create IOT webpage. 

Adafruit.io is a cloud service by which we can create an IOT webpage for ourselves to switch 

on/off the voting machine. It is open source software and can be accessed through internet.  

Through the webpage the election officer initiates the start of the election. The prototype 

provided is activated by the command from the IOT webpage which is given by the officer. 

[7]The command from the webpage is received by the microcontroller (Arduino UNO) and the 

voting process is initiated, this process is followed by the RFID authentication. The second 

module which is followed by the IOT authentication is the authentication by the polling officers 

and they are in charge of the polling booth. The polling officer in the booth ensures their 

identity by RFID followed by their biometric, activates the prototype after the IOT 

authentication by the election officer. The polling officer has three types of access in voting 

machine. [8]The polling officer can check the total amount of vote casted, start and stop the 

voting. The voter also ensures their identity by the RFID and followed by their biometric to 

cast their votes. After the verification of the biometric there will be list of parties displayed in 

the LCD and votes are casted by the voters using the Keypad and a SMS is sent to the voters.   

II RELATED DOCUMENTS 

Santosh Kumar Shaw et al., proposed the paper titled ''Design and Implementation of 

Arduino Based Voting Machine” that turned into posted with inside the year of 2018 via way 

of means of IJRITCC. In this paper, they've defined a secured gadget that may dispose of 

controversies regarding elections in our country. In their beyond paintings they've advanced a 

prototype and examined efficiently an Arduino UNO primarily based totally Aadhaar 

facilitated digital vote casting device owning a  tier fingerprint safety. [9]The essential cause 

of this gadget is to provide a instantly and honest election and to reduce all different elements 

that have an effect on it. This intention has been done via way of means of supplying twin 

verification of the electorate primarily based totally on their fingerprint and particular 

identification.  In this System all of the applicable facts are taken from the electorate and are 

saved with inside the database, and then they're furnished with particular ID. The procedure of 

verification includes matching of this identification and fingerprint from the database. This is 

a quicker and extra secured manner of keeping elections. [10]This gadget is secured, 

dependable and additionally cost- effective. The downside of current vote casting gadget is loss 

of safety troubles and there may be excessive threat for a couple of vote casting and the gadget 

is slow. In proposed vote casting procedure, verification for legal voter is completed with the 

assist of fingerprint scanner, which insures that voter is registered voter and handiest legal 

electorate are allowed to go into the vote casting room. [11]This additionally assures the bodily 

presence of the voter. Thus, this gadget gets rid of the possibilities of a couple of vote casting 

additionally which makes our gadget extra secured. 
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Adrià Rodríguez-Pérez proposed the paper titled “Secret Suffrage in Remote Electronic 

Voting Systems” that was published in the year of 2017 by IJRITCC. In this paper, Adrià 

Rodríguez-Pérez have described different forms of remote electronic voting since 2000, it has 

become apparent that internet voting fails at providing the privacy guarantees offered by 

traditional paper-based voting systems. Against this assumption, the current proposal suggests 

reviewing the traditional configuration of the principle of vote secrecy. [12]The Proposal will 

assess current accepted standards on voters’ anonymity for traditional and internet-based voting 

systems, Evaluate the core elements of lawful relaxations to the principle of secret suffrage, 

and especially those traditionally associated to different forms of remote voting, and assess 

whether they can be applied to internet voting and study how current technical developments 

in the field of elections may result in further relaxations of the principle of secret suffrage in 

the future. [13]Overall, the goal of the proposal is to approach the principle of secret suffrage 

against the specificities of internet voting and, instead of evaluating electronic voting systems 

using traditional standards for voters’ privacy and anonymity, evaluate how specific proposals 

aimed at ensuring voters' secrecy in internet voting comply with the very end that the principle 

of secret suffrage is aimed at protecting voting process. 

 

Kashif Mehboob Khan et al., proposed the paper titled “Secure Digital Voting System 

primarily based totally on Block chain Technology” that turned into posted with inside the 

12 months of 2019 via way of means of UWL in UK.  Electronic vote casting or e-vote casting 

has been utilized in various bureaucracies due to the fact that Nineteen Seventies with essential 

advantages over paper primarily based totally structures inclusive of multiplied performance 

and decreased errors. [14] However, there stay demanding situations to attain huge unfold 

adoption of such structures in particular with admire to enhancing their resilience in opposition 

to ability faults. [15]Block chain is a disruptive era of present day generation and guarantees 

to enhance the general resilience of e-vote casting structures. This paper provides an attempt 

to leverage advantages of block chain inclusive of cryptographic foundations and transparency 

to attain an powerful scheme for e-vote casting.  The proposed scheme conforms to the essential 

necessities for e-vote casting schemes and achieves quit-to-quit verifiability. [16]The paper 

provides information of the proposed e-vote casting scheme in conjunction with its 

implementation the usage of Multi chain platform. The paper provides in-intensity assessment 

of the scheme which correctly demonstrates its effectiveness to attain a quit-to-quit verifiable 

e-vote casting scheme. The number one goal of assessment turned into to evaluate the overall 

performance of the machine in view of the e-vote casting machine necessities provided and to 

discover any issues with reference to its software in an actual international scenario. [17-

24]The experimentation consisted of a couple of steps i.e. carrying out a couple of transactions, 

verification of transactions, mining transactions into block chain, mirrored image of the 

modifications made with inside the public ledger to all of the nodes with inside the community 

and the usability of the machine. 

III PROPOSED SYSTEM 

In this proposed system, the voting system is improved with security features to avoid various 

security issues like illegal voting’s. The proposed system consists of various security 

authentications by various election officers followed by the implementation of aadhar with 

voters ID which is for the voter’s identification and the votes are casted by the voters using 

their fingerprints. The voters can get a notification of their casting as an alert SMS. This 

intimates the voters and they can crosscheck whether they have voted or not. This can be 

implemented and can provide safe and secure voting. 
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Figure 1 shows the block diagram of IoT. The first module is the authentication of the election 

officers by an IOT webpage which increases the security of the system. Through the webpage 

the election officer initiates the start of the election. The prototype provided is activated by the 

command from the IOT webpage which is given by the officer. The command from the 

webpage is received by the microcontroller (Arduino MEGA) and the voting process is 

initiated, this process is followed by the RFID authentication. 

            

                                                     Figure 1: Block Diagram of  IoT 

The second module which is followed by the IoT authentication is the authentication by the 

polling officers who are incharge of the polling booth. The polling officers with their RFID tag 

ensures their identity and they are asked for their biometic for security reasons. The voter ID 

which is linked with the aadhar is a RFID tag by which the voters can ensure their identification 

in the polling booths. In figure 2  block diagram of RFID reader and tag is shown. The LCD 

attached shows the process of the model. 

             

                                    Figure 2: Block diagram of RFID Reader and Tag 

The biometric authentication is one of the feature where the security is enhanched.The figure 

3 shows block diagram of fingerprint sensor. The polling officer in the booth ensures their 

identity by RFID followed by their biometric when again activates the prototype after the IOT 

authentication by the election officer. The voters also ensures their identity by the RFID and 

followed by their biometric to cast their votes. 

        

                                         Figure 3: Block diagram of fingerprint sensor 
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After the verification of the biometric and votes are casted by the voters using the Keypad and 

a SMS is sent to the voters. All these process are displayed in the LCD.

IV RESULTS AND DISCUSSION

As per the proposed solution, the security of voting system is divided into 3 levels. The first 

level of security is given in IOT to switch on the voting process. The second level of security 

is given by the Polling booth officer, who can start, stop, and check the vote count by verifying 

their identity with RFID Tag and Biometric. The third level of security is given to the voters, 

they have to verify their identity with RFID Tag and Biometric then they can caste for their 

favourite parties. 

FIRST LEVEL SECURITY 

                                                                                                                 

                                                            Figure 4: IOT webpage 

The figure 4 shows the IOT webpage, in that we switch ON/OFF and monitor the Voting 

process. 

SECOND LEVEL SECURITY 

                            

               Figure 5: Main page                                               Figure 6: Polling officer access 

The figure 6 shows three options for polling booth officer. They are 

1. TOT- To check the vote count 

2. PL-STRT- To start the voting process 

3. PL-STP- To stop the voting process 



International Journal of Early Childhood Special Education (INT-JECSE) 

DOI:10.9756/INTJECSE/V14I5.27 ISSN: 1308-5581 Vol 14, Issue 05 2022 

                                                                                                                                                                              291 
 

THIRD LEVEL SECURITY 

                          

Figure 7: After RFID verification of Person 1            Figure 8: After Fingerprint 

Verification 

Figure 4 shows the PERSON: 1 RFID Tag is tapped. After verifying Biometric of that person 

FOUND: 1 text is shown and list of parties is shown in figure 9. 

                               

           Figure 9: List of parties                                                  Figure 10: After voting 

After selecting any parties VOTED SUCESSFUL is shown in figure 10 and same is updated 

in IoT page and also a confirmation message is sent to the Voter’s mobile number which is 

shown in figure 11.          

                                                

                                          Figure 11: SMS received in voter’s mobile number

V CONCLUSION 
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The main outcome of this project is to improve the security in the voting system. The security 

improvement is attained by the various authentication processes and finally polling by the 

biometric of the voters. As said the votes of the individual can only be casted by them and it 

can’t be illegally casted by others as the biometric plays a vital role. The election officer and 

the polling officer are given separate authentication to start the polling process. By all the above 

processes the security has been increased in the voting system. 
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