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Abstract: Voting is very important in determining the future of the country. Originally, voting was done by
ballot, but this was replaced by an electronic voting system. However, there are still some trust issues with the
EVM machine because it is being used immorally. To address this issue, we proposed a decentralised system
integrated with a voting system. Our design is built on the Ethereum platform using a reliable language. Using

blockchain, we will maintain sequestration and transparency over the voting system.
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I. INTRODUCTION

The content of electronic voting systems is continually
being developed. We chose this topic since it is novel
and because there aren't many results that discuss e-
voting-related topics. Currently, e-Government
development is becoming trendier. However, unless
basic services for residents, like choices, are made
available online, such a system is not viable. "One of
the crucial public areas that blockchain technology can
revolutionise is electronic voting. E-voting brings with
it new difficulties that need to be resolved. Securing
the choices is one of them, and it has to be at least as
secure as conventional ballot-based voting systems.
We made the decision to develop safe options as a
result, allowing people to cast their ballots without
being concerned about electoral fraud. The use of
blockchain as a secure solution in an online setting has
recently been mentioned. Our voting system uses
blockchain technology to oversee all election
procedures. Its key benefit is that there is no need to
have faith in the decision-making central authority.
This authority has no impact on the outcome of
elections under our system. Lack of system
transparency, which undermines voter confidence, is
another obstacle to electronic voting. Blockchain
offers a completely transparent solution to this
problem, enabling everyone to view the data that is
stored and the procedures that are used to handle it.
One of the cutting-edge technologies, blockchain has
strong cryptographic underpinnings that enable
operations to control these capabilities and produce
flexible security outcomes. In that it records and
distributes all transactions that have occurred since it

was created, a blockchain is analogous to a data
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structure. It is basically a distributed, decentralised

database that guards against  unauthorised

manipulation, tampering, and modification a
comprehensive list of continuously expanding data
entries. CORE of blockchain Any stoner can connect
to the network, shoot new deals atcore.ac.uk to it,
corroborate deals, and generate new blocks thanks to
the metadata, citations, and related articles that UWL
Repository provides. A cryptographic hash is given to
each block, and as long as the data in the block is
unchanged, the hash is still valid. The cryptographic
hash will fluctuate if the block is altered in any way,
signalling a change in the contents that might be the
result of malicious effort. As a result of its strong
cryptographic foundations, blockchain has been
decreasingly used to combat unauthorised transactions

across diverse disciplines.

While the most well-known blockchain operation is
still Bitcoin, experimenters are eager to look into how
to use blockchain technology to lubricate operations in
a variety of fields by taking advantage of features like
non-repudiation, integrity, and obscurity. To ensure
namer obscurity, vote integrity, and end-to-end
verification, we examine the usage of blockchain in e-
voting activities in this study. We think that
like

between

abecedarian  blockchain  properties self-

cryptographic  confirmation  structure
transactions (through hashes) and public vacuity of
distributed tally of records can be used to construct
electronic voting. Blockchain technology can play a
significant role in the area of electronic voting due to
its crucial characteristic of maintaining secrecy and
keeping a decentralised and widely dispersed count of

transactions across all bumps. As a result, blockchain
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technology is incredibly effective at handling the
challenge of exercising a voting commemorative
further than previously and the attempt to influence the

outcome's transparency.

Our research focuses on important problems including

namer obscurity, vote secrecy, and end-to-end
verification. An efficient voting system that protects
the integrity of the voting process is built on these
difficulties. We discuss our attempts to look into the
application of blockchain technology to these

problems in this article.

The rest of the essay is organised as follows: The
criteria for an electronic voting system as linked by are

explained in the next section. The state of the art in

IDs This

composition focuses on a few BEV implementations

with  tamper-evident  properties.
as well as the implied advantages and difficulties of

the strategy.

Blockchain-based Voting System for the Voting
Process.

AUTHORSM. Pawlak,J. andA.

Poniszewska- Mara nda,

Guziur,

Abstract: Electronic voting is done in a variety of
vibrant ways all over the world. Each has a unique
set of advantages and problems. Lack of auditing
capabilities and system verification methods is one
of the most significant and contemporary issues. The

recent surge in interest in blockchain technology

electronic voting is covered in Section 3 along with ) . ) )
g g may provide a solution to this problem. This study

our contribution to it. Section 4 then provides a . . ) .
P introduces the Auditable Blockchain Voting System

thorough explanation of the system architecture. The . . .
ugh exp I y ect (ABVS), a supervised internet voting system that

implementation of our suggested system with

allows for inspection and verification. It discusses

Multichain and user interfaces is shown in Section 5, . 0
the voting procedures and contributing elements.

along with an assessment of the system's pressing Through the use of blockchain technology and a

compliance with the requirements stated in Section 2. ABVS

namer-validated paper inspection trail,

The paper's conclusion is found in Section 6, which . .
accomplishes this.

covers recent developments and future goals.

A Smart Contract for Maximum Voter
Boardroom Voting sequestration

2. LITERATURE SURVEY AUTHORSP.

andF. Hao,

McCorry,S.F.  Shahandashti,

Blockchain- enabled e-voting

AUTHORSN. Kshetri andJ. Voas Abstract: We demonstrate the first implementation of

: : . Blockchain- : lised, -tallyi
Abstract: E-voting with blockchain support (BEV) a Blockchain-based, decentralised, and tone-tallying

) internet voting system with maximal namer seclusion.
might decrease voter fraud and broaden voter 9%y

L - In contrast to earlier proposed Blockchain voting
participation. Those who are eligible to vote use a

systems, this is the first instance of Blockchain voting
computer or a smartphone to cast an anonymous

- h n nd on any tr institution
ballot. BEV employs a translated key and specific that does not depend on any trusted institution to
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encrypt the vote count or hide the voter's information.
The agreement medium that secures the Ethereum
blockchain is used to carry out the protocol. To show
the attack's viability, we tried it on the authorised test
network for Ethereum. We also provide a financial and
computational assessment of the expense of its

prosecution.

Delineations and parcels of zero knowledge

evidence systems
AUTHORS O. Goldreich andY. Oren,

Abstract: We investigate several parcels of zero-
knowledge attestations, a concept developed by
Goldwasser, Micali, and Rackoff. We demonstrate
why complementary negligible is a better description

for cryptography processes than the original.
3. METHODOLOGY

3.1 Existing System
Recent discussions have focused on the usage of public
ledger as a secure online solution. Our electronic voting
system utilises blockchain technology to oversee all
election procedures. Its key benefit is that there is no
need to have faith in the decision-making central
authority. This authority has no impact on the outcome
of elections under our system. Lack of system
transparency, which undermines voter confidence, is

another obstacle to electronic voting.

3.2 Proposed System
The suggested blockchain voting system is designed to
be utilised for any election, including those for
chairman, student congress, and other positions. It
takes into consideration all voting conditions. The
system allows for additional round choices and instead

makes use of a public blockchain. Other types of
blockchain can be used in place of the public
blockchain, but the stored data (votes) must be easily
validated by any stoner. Any bystander who is
interested in blockchain voting is represented by the
user. We identify three major places in our proposed
system: bounce publisher, critical authority, and
These three locations can

namer. represent an

organisation, a business, or a user.

The roles of bounce publisher and crucial authority can
both be held by the same organisation or individual.
Depends on the voting configuration, the voter attends
the choices. The namer attends the selections based on
the voting configuration. The votes, which are part of
the smart contract, are configured by the vote
publication. Before publishing the smart contract, the

vote publisher must be aware of all cypher keys.

The key authority and the vote publisher must
collaborate closely. The distribution channel must be

secure and not vulnerable to a third party.
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Python is a programming language that enables quick

Vote publisher

Blockchain

Access 10 keys

Observers/ users

Web page

API

Distribution voter key

Key authority

Figure 1: High Level Architecture

4. TOOLS USED IN THE PROJECT
JavaScript

JavaScript is a lightweight, cross-platform, and
interpreted programming language that is also known as
a web scripting language. Although it is best recognised
for the creation of web runners, it is also utilised outside
of browser settings. JavaScript is suitable for server-
side and client-side programming. Descriptive and
demanding languages include JavaScript. Along with a
basic set of language building blocks like drivers,
control structures, and statements, JavaScript also
comes with a standard object library that contains items

like Array, Date, and Math.
Python

Python is a widely wused, general in charge
programming languageGuido van Rossum invented it
in 1991,

continued

and the Python Software Foundation

to advance it. Its syntax enables
programmers to express their generalisations in less
lines of law since it was created with a focus on making

the law easy to understand.
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work and more effective system integration.

Python 2 and Python 3 both have significant
performances. Both are quite dissimilar. ¢ Python is
Interpreted — Python is reused at runtime by the
practitioner. You don't need to collect your program
before executing it. This is analogous to PERL and
PHP.

Python is interactive in that you may sit at a Python
consultation and speak with the expert immediately

while you build your programmes.

5. IMPLEMENTATION AND MODULES

In this design, we're using public Python Blockchain
APIs to store and manage voting data because
Blockchain provides secure and tamper-evident data
storage, and we've designed the following modules to

implement this design.

Module for administration
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This user is in charge of viewing party information,
voting results, and uploading new party and seeker
information. Admin logs in to the system using the

credentials "admin" and "admin".

User Module

This user must register for the procedure by
submitting his face print from the camera and using
his name as his ID. Following registration, the user
can go on to the login panel, which verifies their
identity, and then move on to the cast vote panel,
which carries out the following functions, after

successfully logging in.
Blockchain Module

Blockchain Technology gained popularity because
to the Bitcoin cryptocurrency, which was first
introduced in Satoshi Nakamoto's whitepaper in
2008. This may be stated as if a sale is started by
someone within the blockchain network. The
transaction will be promoted on the bumpy P2P
network. The transactions will be validated by the
bumps. The sale will be coupled with certain
additional legal sales to form a block if it is
maintained. The block never ends and stays the
same. It lacks both a network control management

and a sense of powerlessness.

6. RESULTS

¢ C @ umar * Be @

-
Blockdgit Eoting Dor-Right: rivacy and Transpareacy with Public Bockebain
i

Home  Adminlogin  Userlogin  Register Here

Blockchain E-Vating Done Right: Privacy and Transparency with Public Blockchain

Figure 2

To access the screen below, click the "Admin Login"

option in the upper screen.

[
~
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eVotingl

Admin Login Screen

Password -

Logn

Figure 3

Log in as the administrator by using the username

"admin" and password "admin™ on the top screen,
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and then click the Login button to access the screen .

= P

Figure 4

In above screen adding party and candidate details
and then upload image and click on ‘Open’ button
then click on ‘Add Party’ button to add party details

click on ‘View Party Details’ link to get below screen

ﬂ O typehere tosearch

Figure 5

In above screen displaying add added party details and
now click on ‘Logout’ link to logout as admin and the

add new user.

H O Typehere o seaich

Figure 6

In above screen adding new user and then selecting his
face photo taken from webcam and then click on
‘Register’ button to complete signup process. Here you
have given images taken from phone but we need to
capture from webcam for dataset as quality of webcam
image and phone image vary and then problem comes
in prediction.

eVotingl

User Login Screen

po—— 0

Password

[ = [T

Figure 7

In above screen application first authenticate user by

using his login details and once after successful login

then user will get below page

Right: Privacy and Transparency with Public Blockchain

-

CastYourVote  Logout

n O Type bere to search

Figure 8
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Users can access the webcam screen

clicking the "Cast Your Vote" link on the preceding
screen.

E-Voting

Demonstrates simple 320x240 capture & display

Take Snapshot
Server Response

n Q) Tyve here to search

Figure 9

In above screen webcam is running and then by

showing person face we need to click

Snapshot’ button to capture his face.

e
<

E-Voting

Congress

Click Here

our captured imaga will appear here.

Bl O oe e o semen

Figure 11

The user is recognised as "azizullah karimi" in the blue
text on the above screen, which then displays a
candidate list. The user may now select the "Click Here"

button to vote and advance to the below-screen area.

€

on ‘Take

Demonstrates simple 320x240 capture & display

u O Tyveher

Figure 12

n o

Figure 10

In above screen as this is the first vote so block will be
added to Blockchain with block No as 1 and we can see
Blockchain created a chain of blocks with previous and
current hash code validation. Now try again with same

user to cast vote.

In above screen person face is capture and now click

on ‘Validate User’ button to validate user
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o - — In above screen login as admin and after login will

€9 C 0 »t Ba @

E-Voting get below screen.

Here is your image:

Demonstrates simple 320x240 capture & display

2 Doneiight: Privacy and Transparency with Public Blockchain

Image saved > -

AddPartyDetalls ~ ViewPartyDetails ~ ViewVotes  Logout

H O

Figure 13

In above screen same user trying again and below is |« [(Re—
the result. Figure 16

o eu— Sae e Admins can see the below screen by clicking the

"View Votes" option in the screen above.

A
DoriaRight: Privacy and Transparency with Public Blockehain

* ma @

Cast Your Vote

B O 1o en
Figure 14 . popem———
In above screen if same user try again then will get Figure 17

message as “You already casted you vote” and now In above screen admin can view all vote counts.

logout and login as ‘admin’ to get vote count.
7. FUTURE ENHANCEMENTS

@ X+ - o x

bl ot o Unborn enhancement is being planned to further

analyse and upgrade the protocol to a private

m blockchain,  however it undermines the

trustworthiness of the entire system because it is

Nmmbm ) insufficiently centralised and only operates where
the authority wants it to.

8. CONCLUSION

[ P
Figure 15
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Even while there are very modest variations in network
delays, they are so little that public distributed ledger
offers additional benefits in such an election system
since its data is accessible and anybody may view it in
real time. A blockchain network operates a little more
quickly, but because it only operates in which the
wants it it undermines the

authorities to,

trustworthiness of the overall system.
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