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Abstract 

Proposed system is web-based application of the Smart Proctor Examination System - 

Smartxam.We know that online assessments, often known as e-exams, have advanced 

significantly in recent years, becoming widely adopted by higher education institutions 

around the world. Their desire expanded soon after the COVID-19 epidemic sprang out. 

Exams are being conducted online, which ensures the safety and well-being of pupils. The 

goal of this project is to give a quick, easy, and convenient manner to take the exam. It may 

provide students/applicants with unique benefits. The total mark for the questions can be 

calculated automatically by adding the marks assigned to each question in the online test 

system. It allows jumping to specific questions based on the previous answer. The login 

provision in this page helps the already registered user to directly access the site and there is 

a link for registration to a user who is new to this site. The main idea is to reduce paper use 

and convert all types of documents to digital format. 

Keywords: Smart Proctored, YOLO, Haar Cascade, Face Detection, Eye Tracking, Mobile 
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1. Introduction 

The use of online proctoring in education is not a new field of study. Several colleges and 

organizations used proctoring systems for online classes even before the Pandemic. Exams 

such as the GRE, CAT and GMAT are completely proctored. To assess students taking online 

tests, online proctoring uses virtual tools to monitor activities (such as tab changes, 

background noise and timestamps). Exams like these are typically held online or in a remote 

location so that any student from any location can participate while maintaining the exam's 

integrity. 

A webcam used for recording the video of the student appearing for the exam, which can 

later be viewed by the examiner/proctor. Examiners and proctors have the authority to look 

into any suspicious activity, whether or not there is any exam cheating. Locking is the second 

component, which prevents pupils from accessing additional tabs in their web browsers. This 

is also referred to as "computer lockdown" or "browser-lockdown.”  
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Traditional methods have a number of disadvantages, including the fact that they are time 

consuming, difficult to manually analyze the test, and necessitate the use of multiple 

observers to administer exams to a large number of students. Because computations are done 

manually, the chances of losing an exam result are higher with existing systems, checking of 

result is time consuming since it done manually, limitation of number of students can give 

examination at a time. With the development of information technology and use it in an 

orderly and properly helps to overcome the existing error in the manual system. To create a 

system that saves test information in a database, making it easier to administer exams. 

Teachers can set exam regulations, and students can give exams in a fully automated system. 

System will do following things: 

• Authenticating users based on username and password. 

• Checking whether or not the given response is correct. 

• Taking random screenshots of the candidate for proctoring purpose. 

2. Literature survey 

Prof. K. A. Patil et al. 2020 proposed a web browser/server architecture was used to create an 

online examination system. Provide an automated grading mechanism for both objective and 

operational questions[1]. 

Susithra V et al. 2021 proposed algorithms being implemented and produces up to 90 percent 

accuracy and seems good enough. The accuracy is calculated using ADA Boost techniques 

and probability measures[2]. 

AsepHadianSudrajatGanidisastra et al. 2021 proposed an incremental training process on face 

recognition training where he analyzed different face detectors LBP, MTCNN, and Yolo-

face[3]. 

Tanzila Saba et al. 2021 suggested Deep L2-GraftNet CNN Network is only utilized to 

extract robust features from which SVM, KNN, and Tree-based classifiers are used after 

feature selection[4]. 

AsepHadian S. G et al. 2019 proposed method is expected to satisfy the need for accurate, 

low computation cost, inexpensive, convenient online exam proctoring for m-learning 

performed on smartphones[5]. 

Chen W. et al. 2020 aimed to solve the detection problem of varying face scales, they 

propose a face detector named YOLO-face based on YOLOv4 to improve the performance 

for face detection[6]. 

Y. Zhou et al. 2016 offer a novel face alignment-based technique. By utilizing the 6 

landmarks surrounding each eye and avoiding the influence of glasses frames, system may 

attain an accurate eye region. The center of gravity of the iris is then calculated using the 

outlines of the iris to achieve eyeball localization[7]. 
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Chen E. Schiavone et al. 2016 proposed usability research for a multimodal biometric 

continuous authentication system that can continually and transparently validate a user's 

identification using face, fingerprint, and keystroke attributes[8]. 

S. Prathish et al. 2017 proposed that by constructing a comprehensive multi-modal system, 

author presented a means to circumvent the physical presence of a proctor throughout the 

exam. They used hardware such as a web-cam to collect audio and video, as well as active 

window capture[9]. 

Mohammed Arshad Khan et al. 2021 proposed during the ongoing COVID-19 epidemic, the 

proposed system is rising in favour. Its advantages are particularly appealing to students, 

teachers, and colleges[10]. 

Physical tests have always been a part of our educational system. However, due to the risk of 

contracting COVID-19, this is no longer an option.Every day, thousands of new positive 

cases are discovered in India. With schools and universities closed and the possibility of 

another lockdown, the authorities have attempted to take things online. However, following 

several online exams, it has been discovered that students scored surprisingly high in tests 

without any camera-based proctoring, implying that students took ill-measures during the 

exams. Platforms have devised various types of proctoring systems to combat this. They are, 

however, not as trustworthy as physical examinations. 

3. Motivation 

The online examination system’s objective is to meet the institute’s standards for conducting 

the exam online. They do not have to go any software developer to make a separate 

application for being able to conduct the exams online. They just have to register on the 

application-project and enter the exam details and the lists of students, which can appear in 

the exam. Students can give exam without the need of going to any physical destination and 

can view the result at the same time. Thus, the purpose of the application-project is to provide 

a system that saves the efforts and time of both institutes & students. 

4. Proposed System 

4.1 System Design: 

As proposed system is web-based, it can be viewed from any computer with an internet 

connection.The system's front-end is made up of HTML, CSS5, and Bootstrap components. 

This comprises 

• The Home Page. 

• Page for sign-in/sign-up. 

• FAQ Page Contact Page. 

• Dashboard for students and professors. 
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Only the backend uses the Flask framework and MySQL database.Two types of User Profiles 

are included (Student, Professor) Each has their own sign-in/sign-up access. User 

identification and access to and use of user-specific features are dependent. So far, the proctor 

system has the following features: 

• Eye Tracking. 

• Face Recognition. 

• Gaze Tracking. 

• Audio Detection. 

• Face Spoofing. 

 

4.2 System Architecture: 

The entire system is built around two user types: students and professors as shown in Fig - 1. 

This is done in the Flask User model by using a one-to-one relationship with the User model. 

Their responsibilities are as follows: 

A. Student Login -  

• A student will be able to log in and sign up for the system. At the time of registration, 

the student must submit the required information and take a photograph. Student must 

use the username and password they created during registration to log in. 

• After logging in, students can do two things: take an exam or review their past 

attempts' outcomes. 

• When a student begins an exam, the timer on the server begins and tracks the exam for 

the duration of the time restriction. The student is watched via the proctoring system. 

• Every attempt made by the learner is recorded, and the results can be checked 

whenever they want. 

 
Fig-1.System Architecture 
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B. Professor Login – 

• A professor is in charge of entering subjective and objective question papers and 

questions into the system. 

• As previously stated, professors can create question papers for their courses and must 

input the following information for each test: test name, course, and time limit. 

• Professors can add questions to a test after it has been created using the add questions 

menu. 

• According to the requirements, the professor can change and delete questions. 

• Students' logs under student monitoring can be checked by professors. 

 

5. Algorithm / Model 

5.1. Yolo V4: 

Proposed system trained the weights of YOLO V4 on the Google’s open dataset to 

distinguish individuals and mobile phones in the webcam broadcast. System counted people 

on a camera using a pre-trained YOLOv4. If the count is not equal to one, an alert will be 

sounded. Because eye-tracking and face recognition are both dependent on dlib, system can 

create a single thread for both, and another thread for the YOLOv4. Counting persons and 

detecting motion are two jobs. In the count people and phone function, YOLOv4 is applied to 

the camera stream. The categories of the things witnessed are next evaluated, and if more 

than one person or a mobile phone is present, the situation is escalated[6]. 

5.2 Haar Cascade: 

Haar Cascade Object Detection Algorithm recognizes faces in photos and real-time videos. 

Viola and Jones proposed edge or line detection features in their research paper "Rapid 

Object Detection using a Boosted Cascade of Simple Features," published in 2001. To train 

on, the algorithm is given a large number of positive photos with faces and a large number of 

negative images with no faces. 

Haar Cascade Detection is a sophisticated face detection technology that has been around for 

a long time. It has existed for a long time, long before Deep Learning became popular. Faces, 

eyes, lips, license number plates, and other features were recognized using Haar Features. 

The models are hosted on GitHub, and system uses OpenCV methods to retrieve them [9]. 

6. System Flow: 

Examining online is more than merely taking the test. Monitoring the examinee during the 

exam is the most important component of making it more realistic and trustworthy. In terms 

of enhancing these capabilities, deep learning and computer vision have a lot to offer. To 

monitor the examinee, automated proctoring with a camera might be used. The examinee 

must keep their webcam turned on while taking the test. Data from the webcam is supplied to 

trained models in real time, which aid in the monitoring of the examinee. 
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Fig-2.System Flow Chart 

It will look for the following features: 

1) Face spoofing: It is used to determine whether the examinee is real or a photograph or image 

based on the collected image. The user is checked using the Haar cascade module of 

OpenCV'sHaar Cascade module. Following image capture, the needed region of the face is 

considered and translated into colorspaces. The expected outcome is then checked using the 

probability function after calculating the histogram and giving the relevant data to the model. 

2) Head Pose Estimation: Head Pose Estimation is utilized to determine the direction the user is 

gazing. 

3) Eye Tracking: The algorithm maps the area around the eyes by extracting characteristics and 

facial landmarks from data. The user's sight is then detected using this mapped region.  

4) Mobile Detection: The YOLOv4 algorithm maps the area around the object such as mobiles, 

TV remote etc. This mapped region is then used to detect the bounding box of the object. 

5) More Than One Person Detection: The OpenCVHaar Cascade Object Detection Algorithm 

used to recognizes faces in an image or a real time video. Through this it can able to detect if 

more than one person found in frame. 

6) Gaze Tracking: Using gaze tracking, students' behaviour can be monitored for copying using 

external resources such as notes or textbooks. A gaze tracker, for example, can be used to 

watch the student. It can also be done by teaching the AIPS to notice when the user takes 

their gaze away from the screen. Because it is impractical to expect users to sit still for the 

duration of the paper, the system must allow their minor movements. 



International Journal of Early Childhood Special Education (INT-JECSE) 
DOI:10.9756/INTJECSE/V14I2.981 ISSN: 1308-5581 Vol 14, Issue 02 2022 

 

8931 

7) Audio Detection: Using Fast Fourier Transform(FFT) system compute a sequence's Discrete 

Fourier Transform (DFT) or Inverse Fourier Transform (IDFT). Fourier analysis is used to 

convert a signal from its original domain to a frequency domain representation and back. 

These features, as well as the recovered data, are carefully examined to keep an eye on the 

examinee. 

7. Performance Evaluation 

To evaluate the Smartxam system construct two metrics: a segment-based metric and an 

instance-based measure. The segment-based metric assesses estimated classifier judgments at 

the segment level, which is the simplest way to assess classification accuracy. A cheating 

incident is defined as the duration of one continuous cheating behavior, no matter how long it 

lasts. Based on the cheating instance unit, the instance-based measure evaluates detection 

accuracy. As a result, it is the user's "perceived" system accuracy that may answer queries 

like "how many times can Smartxam identify if a test taker cheats 10 times?" By using True 

Detection Rate (TDR) and False Alarm Rate (FAR) define segment-based metrics and 

instance-based metrics, however they are calculated differently. 

TDR= 
Σi # detected cheating segments of subject i 

Σi#ground truth cheating segments of subject i 

FAR= 
Σi # false cheat segments of subject i 

Σi#cheat freesegments of subject i 

8. Results & discussion 

During the activity, the system randomly gathered photos every 5-8 seconds, as well as audio 

samples whenever one of the students spoke or entered text. Table 1 shows the information 

gathered. In each of the obtained examples, the image/audio algorithms were thoroughly 

evaluated. All pictures contain at least 75% of the face region (when a person is in the shot) 

and enough illumination to distinguish facial traits after applying brightness and contrast 

filters. The Fast Fourier Transform (FFT) of audio samples, on the other hand, is good 

enough for people to distinguish human noise. 

Table-1.Number of captured biometrics samples 

Images Sample Audio Sample 

1255 464 

 

The outcomes of the artificial intelligence modules' processing are displayed here. Because 

system can't see or hear the keystroke dynamics samples gathered from students, the Table 2 

only shows the image and audio processing findings. A completely labelled database is used 

to calculate precision and recall data. 
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Table-2.Performance of authentication and automatic proctoring modules 

 Image Processing Audio Processing 

 Precision Recall Precision Recall 

Authentication 0.994 0.867 0.955 0.711 

Student Alone 0.998 0.973 0.967 0.863 

Inappropriate Behavior 0.941 0.386 - - 

 

On the other hand, a study of the automatic system's false positives and negatives was 

conducted. In the case of facial authentication, 75% of failures are due to severe face 

occlusion produced by an incorrect stance, and 15 % are due to bad lighting, which is 

primarily caused by the student being placed against the light. Low input amplitude of the 

signal accounts for 53% of voice authentication failures, whereas background noise accounts 

for 33%. 

Because of occlusions (regarding the closeness between individuals or because part of the 

person swells up from the image), motorization based on image processing has failed in 88 % 

of cases when determining whether the student is alone or accompanied, and in 5% of cases 

because the non-student person is too far away in the image. Finally, sound monitoring has 

failed 90 % of the time when it comes to mistaking the second voice (usually with a lower 

signal amplitude) for background noise, and when two or more voices overlap at the same 

time, it happens 4% of the time.The remaining flaws (which included the majority of the 

inappropriate behaviors detection mistakes) were authentication and monitoring problems, 

which occurred even when the settings were ideal for proper automatic operation. 

During the tests, all false positives and negatives (along with a small number of true positives 

and true negatives) were examined to human cross-verification. This action ensures 98 % 

accuracy in the final findings. 

Results: 

1) Dashboards: 

In system the professor has rights to create exam, generate question, insert marks, exam 

history and monitoring the students. 
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Fig- 3.Professor Dashboard 

In system the student can give exam, track exam history, change account password and report 

the problem during examination. 

 
Fig- 4.Student Dashboard 

2) Detection: 

System detects Mobile or any electronic devices through video recognition as shown in 

Figure 6. Also, system has provision to detect more than one person if person come within 

video frame as shown in Figure 5. 
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Fig- 5.Person Detection 

 
Fig- 6.Mobile Detection 

System can detect noise in background through Audio Detection. If more noise in 

background, then audio logs show more disturbance as shown in Figure 7. 

 
Fig- 7.Audio Detection 

9. Conclusion 

The COVID-19 pandemic and the necessity to follow health regulations such as avoiding 

crowded gatherings, has resulted in a surge in demand for online college education. One of 

the most crucial aspects of any academic course, especially when there is a crisis, is the 
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assessment process. Because of time and financial constraints, it is impossible to execute all 

of the offered solutions, so they must be prioritized.  

A fair online exam is one that results in customer satisfaction (including faculty, assistants, 

educational system, and students). Regardless of their teaching environments, the area of 

educational technology should not miss a chance to engage closely with teachers to assist 

them maintain their pedagogical ground and execute authentic and relevant assessment 

procedures.  

So, proposed system will suggest and implement an automated proctoring system utilizing 

computer vision techniques in this article. The method aids in the fair administration of 

examinations and so system will preserve its integrity. This study will show how to prevent 

cheating in online exams by using automated proctoring based on vision and audio 

capabilities, as well as simultaneously monitoring many students. 

The online examination system is a web-based, proctored, and user-friendly system that is 

simple to use for professors as well as students. The system is complete in the sense that it is 

functioning and has been thoroughly tested by entering data and ensuring that system 

produces brief result required by the management. 
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