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Abstract- With the increase in theft and security issues in our day to day life the need for the development of home 
security technologies is increasing rapidly. Although there are several home security automation devices available 
nowadays they are all specific to the area of operations and require human supervision and require high installation 
effort. This project aims to eliminate the security problems of domestic and commercial environments by the use of 
machine learning and automated rover mechanisms. This project also aims to reduce the risk of fire accidents by 
detecting the gases at point of operation and indicate the users in case of any gas leakage.
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I. INTRODUCTION
Security automation is a growing trend in every domestic and commercial space. The need for security has 

increased much due to the increase in robberies and theft. Thus people want to live and work in a safer environment. 
As this need is ever-growing the development of security automation devices has been on the rise that provides site-
specific security services. These traditional security systems are mostly confined to a specific region of operation 
based on the environment they are deployed and are usually fixed or mounted at some place. They usually require 
human supervision for effective operation. They use multiple sensors mounted at multiple positions in the 
environment organized in a sensor network. As there may be rooms that are irregular in size and shape these sensors 
cannot cover all the points and there may be regions that may be un-mapped. Based on the above drawbacks of the 
traditional security systems, a more flexible and effective solution is to deploy a mobile rover with surveillance 
capabilities. This paper presents the development of a security surveillance rover with object detection, face 
recognition and monitoring capabilities. The proposed rover comprises of two wheels, a camera, Raspberry Pi 
Microcontroller can move around the environment autonomously and can overcome obstacles available in common 
household buildings. It can communicate with the user through a dedicated mobile application and can recognize 
faces and identify intruders and provide live feeds to the user through a dedicated database. It can also be used 
collectively in coordination with multiple units and monitor the environment’s air quality and detect LPG gas 
leakage and alert the user. All these features make the rover a powerful security device.
II. LITERATURE SURVEY

Hemavathy et.al [1] proposed a system which has the ability to monitor sound in the premises. Any sound 
after company is closed, the robotic vehicle starts moving towards the sound on its predefined path. It then scans the 
area using its camera to detect any human faces detected.

Kalpesh Guptha et.al [2] proposed a system which transforms input data into multi-dimensional embedding 
space & trained using triplet network structure. The model was trained in a triplet structure using triplet loss, having 
the well known ResNet-18 as the fundamental model. Based on these promising results, it can be concluded that 
projection-based methods could provide a solution for visual identification problems on low memory systems, like 
smart phones, smart cameras and other IOT devices.

Gabor et.al [3] proposed a system which has a surveillance robot with hopping capabilities for home 
security. The surveillance robot is capable of negotiating cluttered home environments by a hybrid rolling-hopping 
locomotion mode. It adopts the Zig-Bee protocol for wireless communication and therefore can be added to a Zig-
Bee based home control network as a mobile video sensor node.

Mona Kumari et.al [4] proposed a system for domestic air quality monitoring and cooking gas leak 
detection for a safer home. They used to measure the quality of air in terms of concentration of harmful gases like 
CO2, smoke, LPG leak detection, CNG leak detection etc. A hybrid, low cost, low power IoT based system for air 
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quality determination and cooking fuel leak detection, enhancing the safety of the users in the house. The system 
detects any leaks of LPG or natural gas quickly with the use of low cost MQ-4 and MQ-6 sensor.

Guangming Song et.al [5] proposed an IOT based night patrolling robot with Arduino and ESP 32, which 
recognizes the dubious exercises in the regions where human presence can’t be seen. The robot is additionally 
controlled consequently through deterrent recognizing sensors to stay away from the crash. It screens every zone to 
recognize any interruption utilizing camera which is mounted on the top of the robot to catch the pictures, record 
and sends them to the client.
III. EXISTING SYSTEM

The existing security automation devices are mostly mounted on a particular location and are immobile. 
They also require human supervision. Due to the immobility of the existing systems, there can be regions which they 
cannot cover which reduce their efficiency. They require the user to verify the faces manually and this is not 
effective.

The existing security automation devices are mostly mounted on a particular location and are immobile. 
They also require human supervision [1]. Due to the immobility of the existing systems, there can be regions which 
they cannot cover which reduce their efficiency. They require the user to verify the faces manually and this is not 
effective [5]. 

Domestic air or personal indoor spaces are monitored only to measure the quality in terms of the 
concentration of harmful gases like CO2, smoke, LPG leak detection, CNG leak detection [2]. Existing systems also 
have short range remote camera so they can't catch the pictures which are not secured by the locale of camera and it 
focuses only on remote surveillance, and monitoring of the homes done by the surveillance robots [4]. 

In the design of the hardware, the existing system detects the gas content in the NodeMCU, which is 
connected to a fire sensor and a gas sensor [11]. A model which transforms input data into a multi-dimensional 
embedding space is described. The transformation model was trained using a Triplet network structure [10].
DISADVANTAGES 

The already existing system uses RF Innovation and communicate through Zigbee or Bluetooth. These 
technologies limit the scope of these systems. They have short range remote cameras which are not effective in 
capturing images, thus reducing the efficiency and effectiveness of recognizabililty. They are mostly manually 
operated and thus require human supervision throughout the observation process. They are also disconnected from 
multiple units at the same area which blocks valuable information from being communicated between nearby units 
and thus reduce effectiveness of operation
IV. PROPOSED SYSTEM

The proposed system is a semi-autonomous rover where the user can operate the rover remotely to monitor 
the status. It can also operate autonomously in the patrol mode. The proposed system uses face recognition to 
identify the intruders and can send it to the user through a database. It can also transfer videos in real-time for 
monitoring purposes. The proposed system also houses an air quality sensor which continuously monitors the air 
condition of the environment and notify user in case a gas leakage occurs. The proposed system also comes with a 
dedicated application which can be used to control, communicate and monitor the rover operations.

The proposed system is broadly divided into three modules.
1. Hardware Module
2. Face Recognition Model
3. Application

Hardware module: The hardware module includes Raspberry Pi, Arduino, gas sensors and other actual 
hardware devices where the software modules such as the face recognition module and the driver code for the rover. 
The hardware components are as follows.
1. Raspberry Pi 3 model b+
2. L298N motor driver
3. Two 12v DC motors(200rpm)
4. Raspberry Pi Camera module v2
5. HC-SR04 Ultrasound Sensor
6. MQ135 Gas Sensor

Face Recognition module: The face recognition module is based on the Siamese One-shot Face 
Recognition Model. This structure is chosen because it is suitable for low-memory systems and is efficient in terms 
of memory and computing power usage. This model uses the distance between the anchor and the verification 
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images to identify the features of the image which makes it easy to train and achieve better results even with smaller 
data sets.

The structure of the Siamese neural network used in this system in Fig 4.2

Fig. 4.1 Embedding Layer Structure

Fig. 4.2 Siamese Network Structure
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Application: The application enables the user to control, monitor and communicate with the rover from any 
location with internet. The application is developed using the Flutter framework. The application and the rover 
communicate through the Firebase which provides data storage and authentication facilities. 

The application enables the user to monitor the status of the rover, the air quality and also provide remote 
access to the rover. The user can view the faces of the intruder that the rover has marked and uploaded to the 
database. The application notifies the user when any gas leakage or intrusion is detected.

V. SYSTEM ARCHITECTURE
The architecture of the proposed system is shown below.

Fig.5.1  Proposed System Architecture

The flow of the processes involved in this project is as follows.
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Rover initiate intrusion alert:

Fig.5.2  Initiate Intrusion Alert Process Flow.
Fig 5.2 shows the images are captured frame by frame and each frame is preprocessed using OpenCV image 
processing libraries to extract the faces and match the input mappings of the Siamese Model. The model is then run 
on the input frame and a prediction is made. If the prediction is true then no action is taken. Otherwise the image is 
marked as an intruder and uploaded to the database and a notification is sent to the application on the user’s side.
Rover Overall Operational Process Flow:
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Fig.5.3 Overall Process Flow
As soon as the rover initiates its operation, it executes the movement, image and database connection modules. All 
these executions occur simultaneously.
The camera module captures the images continuously and the frames are preprocessed and the faces are extracted. 
The detected faces are passed to the Siamese face recognition model and the predictions are made. The based on the 
predictions’ values the database is updated and the user is notified.
The ultrasound sensor constantly scans the surroundings and provides inputs to the movement logic to enable the 
autonomous movement of the rover.
VI. RESULTS

The rover was built and tested in a household environment. It was able to detect intrusions and was also 
able to be operated by the user. It was able to take pictures of intruders and store it in the database and communicate 
with the user through the application.
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Fig.6.1 The Rover Setup

Fig 6.2 Face Recognition Module
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Fig 6.3 Sign-Up Screen
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Fig 6.4 Sign-In Screen
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Fig 6.5 Home Screen
In Fig 6.5, the intruders will be viewed and the air quality is displayed. It is the main page of application.
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Fig 6.6 Home Screen
Fig 6.6 shows the intruders list and air quality.
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Fig 6.7 Pair Screen
In Fig 6.7, the user will pair with their rover using the rover ID.
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Fig 6.8 Remote Screen
Fig 6.8 shows live stream video and the user can control the rover.

VII. CONCLUSION AND FUTURE WORK
In this proposed work, we have designed a security rover system for monitoring and surveillance purposes. When 

an intrusion is detected, it is sensed by the rover and communicated to the user through the application. It also 
continuously monitors the air conditions and can detect any risk of fire and gas leakage which proves to be helpful 
for many commercial and household situations.  Future work of this project aims to enable the rover to scale vertical 
areas similar to stairs and make it all-terrain to enable military applications with improved face recognition system 
enabled with swarm control mechanisms.
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