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Abstract

Vehicular Adhoc Networks (VANETS) play an essential role in the trust awareness for the data
communication process. Since, most of the traditional approaches are difficult to find the trust probability
between the vehicle to vehicle data communication process due to change in network topology and size of the
network. Also, traditional path planning models are difficult to find the best route in the dynamic network
topologies due to change in variance of network communication radius. In order to improve the efficiency in the
dynamic network communication and network topology, a hybrid node-to-node trust probability is computed for
the path planning process. In this work, a hybrid ant colony optimization approach is implemented on the
VANETs for better data communication. Experimental results proved that the proposed node-to-node trust
probability approach is better than the traditional models for VANETs.

Keywords: dynamic vehicle initialization, trust probability,Node trustiness, path planning.

1. Introduction

VANET is a network built in an ad hoc network where various connecting devices and moving
vehicles make connection with the exchange valuable information and wireless medium to one another.
Vehicles and other nodes in the network create a small network at the same time. The data collected from the
nodes is transferred to the network's other nodes. After all the pairs of data have been exchanged, all the nodes
support the transfer of data by the othernodes [1]. All the data’s are successfully generate and transmitting the
helpful information to other devices when all the data are collected. When connecting nodes with the ability to
enter and exit the network to other users, it is called the open network. The new vehicles that are introduced now
have the operating board sensor which makes it easy for the devices to enter the network. VANET differs from
MANET [2]. MANET contains numerous nodes which are equipped with networking capabilities where no
central network is required for communication. On the other hand, VANET has been considered as a more liable
and challenging class or deviation of MANET. In VANET, the nodes are capable of freely entering or leaving
the network which calls for various routing protocols compared with MANET [3]. VANETSs comprise vehicles
equipped with a wireless device which communicates with each other on an ‘as needed’ basis. Each vehicle’s
transmission range is restricted to some hundred meters and provides multi-hop communication for the message
that requires disseminating to large distances. A wireless vehicle network is a wireless network's expansion. The
wireless vehicle network is a novel network infrastructure enabling broadband access in both urban and rural
locations. The use of cabling to connect neighbouring nodes is reduced in vehicle networks [4-6]. There is a
point-to-point connection between the nodes in vehicle networks, but it differs from Ad Hoc in that there is only
one path between any two nodes in Ad Hoc networks, whereas there are several paths between the nodes in
vehicle networks. The fundamental benefit of wireless vehicle networks is that they connect two nodes utilising
several pathways, resulting in a dependable infrastructure for transferring large amounts of data, such as
multimedia content. However, we will need to spend a lot of money to build wired vehicle for the network
environment, such as covering cities and metro stations. The greatest technique for obtaining broad band
services is through vehicle networks. They have the ability to configure and organize themselves. Examples of
threats contains attackers, intelligence service etc. A common way to describe trust is as a measure of subjective
certainty. In VANET, trust is measured as a level of certainty associated with node actions. The trust variable is
changed from zero to one, with zero indicating "distrust" and one indicating "complete trust." In VANET, the
trust model is critical because it ensures network security while also increasing efficiency. The results of this
trust model are provided to three main analysis parts in the domain of distributed ad-hoc network trust
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management. It includes work on trust broadcasting, trust aggregation, and trust forecasting. The evaluation of
different metrics such as trusting accuracy and malicious node detection is done effectively in order to design
any kind of trust management system in a VANET. In VANET, a trust mechanism is built into the protocol
architecture, resulting in increased security. When nodes are required, their primary action computes a value
called trust. Furthermore, trust is supposed to protect the network from wormholes, black holes, DoS attacks,
and selfish attacks, among other attacks. Trust can be built in a number of ways, including through reputation,
subjective logic, and requirement selection[7-9]]. To improve the message verification process of vehicles, the
message verification policies should be appropriately selected as multiple messages need to be verified in a
small-time period before new messages are received. Access rights for data are applied in a hierarchical order to
tackle the challenge of fine-grained access control mechanisms. Vehicle data is encrypted into cipher text using
integrity techniques. Only approved vehicles are allowed to run the decryption algorithm and retrieve the
decryption keys' values. The decryption technique does not allow an illegal vehicle to participate in the
decryption process since it lacks decryption keys. Many difficulties arise in the encryption process, including the
cost of bilinear pairing and the slower processing speed of resource-constrained devices. Node-based encryption
is offered as an innovative solution for greatly improving VANET data security and privacy[10]. It allows each
vehicle to define its own encryption process access integrity policies. Access policies are in charge of
maintaining and controlling each vehicle's access privileges so that approved data can be accessed.

VANETSs are vulnerable to various security attacks such as routing attacks. Due to its wireless
medium, dynamic topology, and distributed cooperation Characteristics. In two ways, VANETs differ from
frameworks. The first is known as hosts in the network, which are limited in resources. There is a finite amount
of energy, computing power, and memory in it. The hosts of the network are the next group, and their structure
is constantly changing. The researchers working in this field face enormous challenges as a result of these two
methods (i.e. VANET). The power constraints, processing and memory Characteristics, and higher mobility of
VANET nodes are all common Characteristics. Mobile devices are free to progress at their own pace and
accidentally categories themselves. For such a large network, any security defense must be scalable, effective,
and cost-effective. Ad-hoc network security is viewed as a solution to security issues through encryption and
authentication. It is, however, unable to provide a secure structure in its entirety. Some network nodes act as
malicious nodes, providing false information or avoiding service altogether. Encryption and authentication only
act as a deterrent to malicious nodes. Designing trust between nodes in the network is one way to alleviate
security issues. Using the true flooding approach, they created a trust management framework. To optimise the
detected route paths in the network, the Multi-Swarm Optimization technique is used. For In order to build trust
in data transmission to ad hoc networks, malicious nodes in the routing process must be detected and removed.
Neighbour nodes calculate the nodes' trust parameters. It is impossible to detect the truthfulness of a node's
neighbours when it is unable to participate in a particular session. As a result, nodes in the network must work
together to ensure that their entire neighbourhood is monitored. If an event is detected, this trust information is
broadcast to all other nodes, protecting them. This trust parameter determines whether or not a specific node
should be broadcast through. Direct or indirect neighbour nodes can calculate trust[11-14]. Direct trust in a
VANET is calculated based on the node's actual data. The third-party trust parameters are used to calculate
indirect trust. Untrustworthy nodes have an impact on routing or don't participate in network activity at all.
Untrustworthy nodes drop packets, causing the network to be attacked. The most common type of disruption
caused by untrustworthy nodes is routing interruption attacks (also known as resource consumption attacks). To
forward data in a VANET, each node must go through the Routing process. The mobile nodes can perform
broadcasting and keep track of routes to a variety of network destinations with the help of routing tables. The
routing table design process is stored in the memory of the nodes, which is necessary for efficient routing. The
major issue of expired certificates is primarily addressed in cryptographic certificates-based security systems.
As a result, the network does not use nodes that have expired certificates. When a certificate is disregarded in
network, the ‘T' sends data to all network nodes. Any node that receives this data then retransmits it to all of its
neighbours is considered a node. Data that has been cancelled is saved until the certificate has expired. The
node's neighbours include an expired certificate, necessitating a change in routing to avoid transmission through
an untrusted node. Furthermore, the on-demand routing approach detects problems and adapts procedures
accordingly. Every approach has its own distinct advantage and is suitable for dealing with a variety of threats
across the board. The secure routing protocol, for example, uses a table-driven scheme to keep routing
datagrams in the network. To defend data broadcasting operations, the on demand approach is commonly used.
They designed the I-Watchdog protocol to provide efficient and secure routing in VANET. The watchdog
protocol in the network ensures efficient data transmission in each mobile node. Because there is uncertainty in
VANET, the security keys integrate reactive and proactive approaches and include detection, prevention, and
reaction processes. The prevention module worked by making it more difficult for an attacker to gain access to
the system. However, the earlier occurrence of security has simply revealed that obtaining a completely
intrusion-free system is relatively unfeasible. This is especially true when an ad hoc network includes mobile
nodes that are vulnerable to physical capture or compromise.
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2. Related Works

In VANETS, secure routing is a critical issue. Based on cooperation and trust between distributed
nodes, ad hoc networks produced better results. It is critical to calculate the dependability of additional nodes in
ad hoc networks without the use of centralised authorities in order to improve security [15]. They proposed an
efficient algorithm for detecting black hole attacks. To improve quality, a modified trust-based dynamic source
routing protocol was introduced. Through a combination of experience, knowledge, and recommendations, each
node calculated its own set of trusted parameters for its neighbours. The protocol's design determined multiple
loop-free paths based on hop count and trust. However, using a modified trust-based dynamic source routing
protocol, the attack detection rate was not increased in an efficient manner[16]. When nodes in a VANET form
a network without communicating, trust management is required. Access control, malicious node detection,
secure resource distribution, and authentication are among the network security services provided by the trust
system. The node's trust value is determined by the trust metrics and computational technique used. Because of
the independent movement of nodes and computational complexity issues, trust management and computations
are difficult in VANETSs. Trust management is a multifunctional control device whose main task is to establish
trust among nodes by identifying the routing path through neighbouring. Because of its on-demand dynamic
nature, trust-based routing in VANET is a difficult task, making it vulnerable to a variety of attacks such as
black holes, Byzantine, and rushing attacks. It works on the basis of a trust factor for selecting the best route,
and a routing path was identified using a trust value that was modernized during the route exchange process.
However, using a trust-based management framework did not improve throughput.

[17]Proposed Securing VANET Data using Node Authentication (SMDNA) to improve the network
security and efficiency of the Adhoc on-demand distance vector routing protocol technique. The features of
SMDNA included symmetric and asymmetric cryptographic algorithms, as well as digital signatures. With AES
and digital signatures, the protocol improved data integrity, confidentiality, non-repudiation, and verification.
However, using the Securing VANET Data with Node Authentication technique did not improve
communication security. For a mobile ad hoc network, authentication and topology control are used. They
created the TESLA scheme to increase throughput. The network was vulnerable due to its dynamic topology and
node self-organization. The most difficult task in VANET is to maintain security while routing data packets.
Because of the concept of shared trust, they proposed a new model for authenticating new nodes that are active
in the current communication network[18]. For network setup, trusted nodes with initial entries in the Stationary
Secure Database were chosen as neighbours (SSD). To create secure and stable mobile nodes, trusted nodes
communicate with each other, allowing or disallowing trusted nodes based on a shared trusted model. The
designed model, however, did not reduce the execution time. Despite the fact that the packet delivery ratio
improved, the routing overhead was not addressed. Using a multi-attribute trust framework, however, the
security level was not increased. A multi-hop wireless network where messages are transferred from source to
destination is known as a mobile Ad hoc network (VANET). Without any base infrastructure, the networks can
be set up quickly and anywhere. [19] used VANETS extensively in military and law enforcement applications .
VANET is used in sensitive computing for security and privacy. Secure routing protocols were created with
multiple levels of security and privacy. However, resource efficiency was overlooked. To protect malicious
nodes from selective forwarding attacks and increase throughput, a trust-based secure routing model was
implemented. However, the issues of route load balancing and data fusion were not addressed. The Markov
chain created a stochastic multipath routing protocol for determining the most energy-efficient path to send data
packets out. The stochastic multipath routing protocol improved security against attacks while lowering data
transmission energy consumption in VANET[20]. The security level, however, was not reduced by using the
stochastic multipath routing protocol. A mobility-based node reputation scheme was introduced to maintain
consistent knowledge about node communication, whether trusted or untrusted, and to improve network data
transfer efficiency between many nodes. Despite the increased efficiency, the packet loss rate remained high.
[21] in their paper discuss that “VANET is one of the capable wireless communication technologies which can
help in improvement of highway safety and information services. In this paper, the authors proposed application
oriented secure network design framework. The authors also highlight various supporting tools like security
management, secure routing etc. to design VANET framework. The paper briefly describes the importance of an
Internet Access application. At MAC layer, DSRC channel excluding control channel can be used for Internet
access. It is possible that the future vehicles may be equipped with the capability so that the routes on the
vehicles can get connected with the Internet facility”. [22] Have explained that “an expansion of the 802.11
standard protocols is referred as Wireless Access in Vehicular Environment i.e. WAVE which is mainly used
for intelligent transportation system applications. WAVE includes including IEEE 1609 protocol family and
802.11p. It is based on IEEE 802.11 architecture with the purpose of achieving higher data rates, broader
communication range as well. The architecture of WAVE protocol stack has become one of the solutions to
solve various problems in vehicle communication”. [23] have described “how VANET supports various
applications like safety on roads, entertainment etc. As RSUs have the capability to offer possibility to improve
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routing in vehicular networks which results in greater antenna height. The use of RSU has established
importance which can be developed for exploiting their routing process potential”. They have presented “an
extensive survey for VANETSs and their related challenges and issues. The key challenges include parameters
like signal fading, connectivity, security and privacy, proper routing protocols etc. Signal fading occurs due to
static and moving objects between two vehicles. The impact of various obstacles ultimately increases the signal
fading. As VANET has limited bandwidth, channel congestion occurs in highly dense environment. Further
rapidly changing topology may result in frequent disconnections. Increase in transmission power can slightly
accomplish the problem”. [24] have projected “the importance of Li-Fi as a future of Vehicular Ad hoc
Networks authentication framework. The research on Li-Fi along with its potential benefits proves it as a
supplement RF communications resulting in improvement of wireless network performance for high speed and
secure data transmission. Integration of Li-Fi into RF communications can offload traffic from dense cellular
networks”. The authentication method entails offering anonymity-aware protection for wireless communication
in particular. Entity authentication model and data origin authentication model are the two types of
authentication models. The entity authentication approach is used in rule-based security implementations, which
are focused on protocol precision rather than a specific characteristic. It can be explicitly described as the model
that allows another vehicle or entity to verify the vehicle's stated ID. Furthermore, the vehicle's authenticity can
be determined just for the purpose of demonstrating authentication sharing. Data origin authentication, on the
other hand, is defined as the property of the data that has not been changed during the transmission process and
the receiver at the other end is capable of validating the data's integrity. Authenticity is typically characterized as
a vehicle node's genuine identity for distinguishing authorized and unauthorized users. Before proving
communication between nodes for data transmission in WMN, two nodes in communication must complete
mutual authentication[25]. The term "privacy preservation" refers to the protection of a user's personal
information from unauthorized access. Providing privacy over communication comprises the factors of checking
the data integrity and confidentiality over communication. The data integrity in WMN is the significant security
factor to be focused in avoiding the data modification that is shared over the network. The significance of this
factor is to maintain the accurate data services and reliable communication over the communication network.
Further, availability makes the network and its services with data reachable to access at any time without any
limited boundaries, when it is required or demanded by an authorized mobile user[26].  Another security
component to consider when it comes to wireless mobile security is communication confidentiality. The
procedure include maintaining the network's shared data's security and privacy. Furthermore, it prevents
unwelcome data exposure to third parties. A two-party authentication-based roaming technique was developed.
At a period when another protocol was involving considerable computing cost, the initial protocol did not focus
on robust user authentication. The group signature was created based on the functions of bilinear pairings there.
Backward unlinkability was not included in the second party protocol. This meant that the removed user's
previous protocol records should remain anonymous and unlinkable. Once the foreign server got the revocation
key of the deleted users, the foreign server monitored the users' previous data. [27] developed a roaming
protocol using a mechanism called group signature with backward likability that gained a maximum
computational cost for roaming devices to solve privacy preservation difficulties. The model designated the
number of moving users as 'N' when operating with backward unlink ability. The backward unlinkability was
stronger as the value of 'N' was increased. But, in this model, the cost of node elimination and the size of the
revocation list parallel increased with respect to the increase in number of eliminated users and the value of ‘N’.
This checking function may be developed by an attacker to implement resource depletion attack on the foreign
servers.  The design procedure of the security protocols based on Authentication models using a novel
methodology described by [28]. The authors have developed The Dancing Signals (TDS) based security model,
which was stated as the adaptive and rapid model than others. The model utilized the Channel State Information
for security maintenance. Further, the major scheme of TDS was performing quantization in distributive
manner. Moreover, the core network component checked the signature for providing authentication. The
aggregate MAC based model was used in Lightweight Group Authentication Protocol (LGTH) and Group
based Lightweight Authentication for Resource Management (GLARM). For authentication and communication
security, the signature model was employed. For group-based mutual authentication, the aggregate MAC model
was a lightweight technique that effectively decreased signalling overhead. However, a key flaw in the approach
was that if a single erroneous signature was used, the entire authentication process would fail and have to be
restarted. Some functions for minimising bandwidth utilisation have been described, however they are not
included in the basic LTE network archetype.

3. Proposed Model

In the proposed work, a large numbers of vehicles are initialized with dynamic network topology. In the
initialization process, each node is initialized with random distribution for data communication process. Let V-
1,V-2,V-3...Vn represent the vehicles ID in the initialization process. These nodes are initialized with
randomized data for the network communication process as shown in figurel.
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Figure 1: Proposed Framework

Figure 1, describes the overall framework of the proposed model. In this framework, all the vehicle
nodes are initialized with unique IDs along the network properties. In the dynamic network topology, each node
is dynamically initialized with required properties for the communication process. Since the structure of
dynamic network topology changes with time, it is difficult to find the route using the traditional models due to
static trust computational measures. In this work, node to node link reliability probability is computed to find
the trust nodes in the communication process. Here, these trust probabilities are used to group the vehicles based
on the threshold. Finally, an optimal Ant Colony Optimization (ACO) model is designed to find the dynamical
optimal path planning in the VANET.

Let V ={vl,v2..vn} be the n—vehicle’s list.

The link between any two nodes in the network topology

is given as L(V(1),V())).

Let v be the velocity of the vehicle at time t which follows uniformly
normal distribution.

The existence of link between any two nodes in the network at time t
is given as E(l,t).
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The probablity of link reliabity is computed by using the uniformly

normal density function as
t+LA
K = j fE(L, T))dt if E(L,T)>0
t

Here, f(E(1, T))is the probability density function over period T .

(LT - ROOVD) o ROVOVG) =V (A
V,(Ac)~2.I1T 2.V,(A0).G(V,(Ap))

G(h)=h(1-h)";p=1

V;(Ac) =(V,(Ac) + V,(Ac)) / 2;

Vi (Ap) = (Vi (Ap) + V;(Ap)) / 2;

Here, the computed probability density function over the period T is used to update the trust probability between
the nodes during the communication process. In order to construct the trustiness between the nodes, the trust
aware link is computed using the following formula.

The trust aware link availablity factor between any two nodes is determined as
{R,(v(i),v(j)) —dmax{|x; -y, [}
LA= L

|V, —ov; |

where @ =1and ¢ =1 if v; crosses v;.
o=1and ¢ =1if v; moves against s v;.
o=-1and ¢ =-1if v; moves parallel to each other v,.

The trust aware link reliability between source s to destination node d

is given as

n=TAL=][E(,.1)

i=1

Here, the M is used to filter the best trust aware nodes in the communication network during the path planning

process.
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2.Improved ACO for optimal path construction
Hybrid Ant colony optimization
Ants and its parameters initialization.
To each ant in the initialization process
Repeat
All the ant solutions are initialized with true.
To each neighbour node in the VANET paths

Compute each node pheromone, heuristic weights till the completion of best optimal
solutions.

Perform Vehicle heuristic and pheromone
A: Pheromone weight
B: heuristic_weight
NeiPh=Min(MxPh,MnPh,CPh)
MxPh:Max pheromone
MnPh: Min pheromone
CPh: Current Pheromone

NeiH=1/D(VN,NN);

D(VN,NN) = /(VN.x = NN.x)? + (VN.y— NN.y)’

NNode(p,q) = CPh.getPh(NN)P* * Cph.getH(NN)?

Each vehicle node trust probability is computed using the following formula

Ph_ = Pherwgt
He, = Heurwgt
Integrated node trust probability for node selection is given as

ITP = Ph(N_ "™ *He(N )™ /n

Where Ph(N,) is the current node’s neighbour pheromone and He(N.) is the current node’s neighbour heuristic.
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Local and global best are updated using the two metrics as

This procedure is computed to each node in the network till the best solution is achieved.

Finally dynamic routes are initialized based on the path trusted probability.

4. Experimental Results

o=(1+1-n)*(1-P,)*H )*P,
ne(0,1)

LocalUpdate: (1-n)*(P,)+n*»
GlobalUpdate : (1-p)*(P,)+p*(1+P *H )P,

Experimental results are evaluated on different nodes with different topological structures using java based
VANET simulation tool. Experimental results are simulated with different configuration parameters in order to
evaluate the performance of the proposed model on the dynamic topology network. Table 1, illustrates the

different properties of vehicles and its configuration during the dynamic network initialization process.

Table 1:Vehicle configuration in the dynamic topology construction

Min. speed (km/h): [100
Max. speed (km/h): 200

Min. comm. Dist, (m): E
Max. comm. Dist. (m): @
Min. waittime. (ms): D
Max. waittime, (ms): C
Min. braking rate (cm/s%): E
Max. braking rate (cm/s%): @
Min. acceleration rate (cm/s®); D
Max. acceleration rate (cm/s®): @

Min. time based distance (0 - 1000 m/s) 100
Max. time based distance (0 - 1000 m/s) 110

Min. politeness-factor (%) C
Manx. politeness-factor (%) D
Vehicle length (cm): @
WiFi-Vehicles (0-100%): [0
Emergency vehicles (0-100%): C
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Figure 5: Dynamic network construction with 100 nodes at time t =1

Figure 5, describes the network initialization with 100 nodes at time t=1. As shown in the figure, each vehicle’s
path is constructed using the proposed algorithm in order to improve the network trustiness and efficient routing
process. As shown in the figure, a realtime geographical map is loaded to find the efficient solution of dynamic
network construction.

Figure 6:Dynamic network construction with 100 nodes at time t=2

Figure 6, describes the network initialization with 100 nodes at time t=2. As shown in the figure, each vehicle’s
path is constructed using the proposed algorithm in order to improve the network trustiness and efficient routing
process. As shown in the figure, a realtime geographical map is loaded to find the efficient solution of dynamic
network construction.

\

/

Figure 7: Dynamic network construction with 100 nodes at time t=3
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Figure 7, describes the network initialization with 100 nodes at time t=2. As shown in the figure, each vehicle’s
path is constructed using the proposed algorithm in order to improve the network trustiness and efficient routing
process. As shown in the figure, a realtime geographical map is loaded to find the efficient solution of dynamic
network construction.
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Figure 8: Comparative analysis of proposed node trust based path planning throughput(Kbps) to the
conventional models on different VANET networks.

Figure 8 describes the efficiency of proposed link to link trust based path planning throughput to the
conventional models on different VANETs. From the figure, it is noted that the proposed model has better
throughput than the conventional models for different VANET simulations.
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Figure 8 describes the efficiency of proposed link to link trust based path planning throughput to the
conventional models on different VANETs. From the figure, it is noted that the proposed model has better

throughput than the conventional models for different VANET simulations.

100

90
8 1
7 1
6

m#50
5 1

m#100
4 #150
3 WiH200
2 1
1
0

CL-AODV ACO-AODV SCL-ACO-AODV ProposedRouting

PDR(%)
[=] [—] [=] [=] [—] [=] [=]

[=]

Models

Figure 9:Comparative analysis of proposed link trust node based path planning model to the conventional

models on dynamic VANET topology using PDR measure.

Figure 9 illustrates the performance analysis of proposed approach to the conventional models in terms of
packet delivery ratio in the dynamic VANET topology. From the figure, it is noted that the proposed model has

better PDR than the conventional models.

Conclusion

In this work, a hybrid trust based link estimation and path construction is developed in the VANET.
Since, most of the conventional models are difficult to predict the trust , link and path construction during the
nodes communication, it is necessary to optimize the trust based dynamic path construction process in real-time
applications. Experimental results proved that the present model has better efficiency in terms of PDR, delay
and throughput are concerned.
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