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ARTICLEINFO ABSTRACT
Article history: Feature extraction-based classification model plays a vital role in the news
classification process due to large number of features space and data size.
Keywords: However, most of the conventional models have problem in selecting key
Fake news, classification, features for fake news classification process. Also, these models have high true
feature extraction, Decision negative rate and error rate. In order to overcome these, issues a hybrid feature
Tree (DT) classification, extraction-based classification model is proposed on the fake news
Random Forest Algorithm classification problem. Experimental results proved that the proposed fake news
and Extra Tree (ET) classifier has better recall, precision and accuracy than the traditional models.

classification

1. Introduction

Feature transformation is the process of normalizing the feature values within the bounded range. Feature transformation
helps to improve the feature ranking process in high dimensional feature space. Most of the traditional feature
transformation approaches such as log transformation, min-max normalization etc. are independent of data distribution and
outliers. Machine learning algorithms are currently frequently used in data mining standards, which also include text
classification. Action is in progress to increase performance and the sophistication of programs through methods of
machine learning. In the classification document [1], the literature on machine teaching methods is analysed. It has inspired
local and international characteristics and is capable of being noise tolerant. With comparative studies of various data sets
the proposed approach works better than with conventional SVM methodology. It has been shown. The document
representation is also an important part of the algorithm’s classification of vector model documents. Many models, such as
the n-gram model, word bag and philtre function, were commonly used with a broad set of papers. The commonly
distributed documents share a common sense of categorization and classification. The documents use key words to see
these meanings. In a high-dimensional vector space, text data is displayed in words and phrases as traits [2]. Classes are a
sequence of useful group sets in which a particular object or context is represented in each class. There are many
documents collected. Documents in the community should be very similar while reducing the degree of comparability
between separate classes of documentation. Traditional methods for collecting the records without paying too much
attention to the background details. For instance, when two or more documents contain different terms, the same subject
will be stored in different classes. These classes can lead to ineffective retrieval of information. The classification of
documents thus becomes increasingly relevant to facilitate the exchange and collaboration of documents in a distributed
environment. In the field of data collection and mining, there are many applications for classification documents. For this
reason, several classification techniques for documentation have been developed to improve the classification process to
overcome the restrictions imposed in conventional classification techniques [3]. Two main groups can split the strategies of
classification. They focus on the generative (model) method and discriminative approaches. Extensive models from peer
document sets are produced using model-based methods which randomly assign each model to a specific group of
documents. Functions involving document-based similitudes can be optimized with the similarity-based approach to
optimize the average class similarities in pair overlay classes [4]. In addition, analytical stages are not disconnected. In
syntactic analysis, for example, the text semantics play a major role. The NLP is a subcomponent of language and artificial
intelligence. As a pre-treatment stage, NLP is commonly used in IR. The most important pieces of Information must first be
identified when the information found in a system is recovered.

The words in this connection are grouped into the Synset list. Various lexical category synsets, such as substantives, verbs,
adjectives etc. are linked by conceptual-semantic relationships and lexical relations. It's a sort of dictionary and thesaurus
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that can make the words meaning. Words are like nodes and links are reflected. The words have different meanings in
various synsets.

The standard database classification algorithms are compared [5] to efficiently extract material characteristics from
distributed biomedical repositories. This architecture is based on a multi-layer neighbourhood structure. Many superlative
peers are divided into classes of a higher level, reflecting their lower districts. The basic restriction on the model is for a
dynamic overlay network to select an optimal threshold. It may also be very difficult to manage the system scale and peer
records. A parallel approach is introduced to group the different collections of documents [6]. The main challenge is to find
automated document classes in a broad range of texts and compare materials in large vector spaces is extremely costly.
Machine learning allows a classifier to learn a set of rules, or the criterion of decision, from a set of labelled data that an
expert has annotated [7]. This approach enables better scaling and reduced costs when classifying medical data as
compared to a system that relies only on manual input. Most of the research was done on binary classifiers in the field of
machine learning based classification of medical data. In other words, build a classifier from a set of positive and negative
examples to then deduce the membership of a medical data in a class. Up to now, the approach in dealing with a corpus that
has medical data belonging to multiple classes has been to build a separate binary classifier for each class in the corpus and
then to aggregate the results of each binary classification. Classification can take many forms, from fully automated human
intervention systems [68 to semi-automatic systems that use a hybrid human machine approach.

Since Internet use allows all to publish or post information, there is a tendency to disseminate facts or lies. Fake news
sources online can be classified into three: Revealed sources, Anonymous sources and Bogus sources. Fake news sources
disclosed online are easily recognized and concealed behind freedom of opinion. Online fake news sources tend to always
be hidden from anonymous sources within a newsgroup or newsletter [9], whereas fake news sources from Bogus online
actually are hidden. Some previous studies that aimed at providing techniques and viable solutions for the dissemination of
online fake news are based on publicly available systems. Hoaxy, Snopes.com, BotOrNot and Sebenarnya.my are the most
remarkable systems. These are among the few that have been developed to help deal with fake news online. Hoaxy system
is designed to monitor and visualize the spread of unverified claims and the associated social media fact-finding. We can
inform our simulated social networks on realworld data. BotOrNot is a system which has been developed to implement
advanced learning machines. Multiple heterogeneous data, including metadata of the twitter profile, are analyzed using the
technology. The most important component of the data used in this system are the content and the subjects posted by users
and the user account under review, the structure of their social network, the schedule, and much more. Once over 1000
factors have been considered, chances are generated of a bot being examined. As claimed, the result of this website is 95%
accurate. Snopes.com is a website covering urban legends, Internet rumours, e-mail forwards and other unknown or
questionable history, also called "Urban Legends Reference Pages." Sebenarnya.my is a news validity check portal. This
website is intended to curb the dissemination of false news and to provide true news to the public. Some interesting results
were found in previous research on fake news. This is crucially linked to politics, which found that the influence of fake
online news on elections results when a single fake online news has the same persuasive effect with other news media such
as ads for television campaigns [10]. "Fake News" means fabricated news or propaganda that involves fake information
transmitted via traditional media such as print and TV and non-traditional media channels, such as social media. This is
generally motivated by misleading the readers, damaging the reputation of any entity, or making sensational gains. The
threat to democracy, free debate and the Western order is one of the greatest [11]. The media such as Twitter and Facebook
are more and more sharing false news [12]. These platforms allow the public to share their views and opinions in a raw and
unedited way. In comparison to direct views from the media platform, certain news items hosted or shared on social media
platforms have more perspectives. Research which has studied the speed of fake news has concluded that tweets with fake
news are six times faster than true tweets on Twitter [13]. The adverse repercussions of inaccurate news include the belief
that Hillary Clinton had an alien baby and the attempt to convince readers that President Trump is trying the abolition of
the first modification to mass murders in India because of falsely reported rumours in WhatsApp. Fake news is however a
tough task to accomplish because the model needs to sum up news in order to classify it as false and to compare it to the
actual news. The task of comparing the news proposed to the original is also an extremely subjective and thoughtful task.
Another way to detect false news is to detect the position at the center of our study. Detections are the process by which the
relationship between two text pieces is automatically detected. In this study, the news articles and the news headline pair
show us how to predict our position. The position between them can be defined as ‘agreement, disagreement' or ‘discussion'
or 'unrelated' depending of how similar the information content and the headlines are. We have experienced various
traditional machine learning models to set the foundation for comparison and classification between article bodies and
headlines in a state-of-the-art deep network.

2.Related works
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For the selection of functions using the NPE, the PSO classification classifier was used. They said that NPE is better for
feature selection than Latent Semantic Indexing. LSI has demonstrated that it is a powerful tool in several recovery
activities, but it cannot be an effective discriminatory selector for categorization of documents. Function extraction is a key
concept in the process of text classification. A 2-pass algorithm generates lexical chain-based feature vectors that generate
all possible lexical chains and then choose the longest chains. The vector dimensions decrease by 30 percent and run-time
rises by 74% with the elimination of non-important cables. It is used in the Chinese language text to classify feelings,
excluding English. It also is used for repetitive neural networks. The results in both cases go beyond traditional methods.
[15] Proposed an algorithm that would lead to maximum IR query search results [16]. For their approach, the Boolean
interface is used without rating functions. Ranking documents are generated using relevant metrics through a combination
of queries. The researchers developed their algorithm through the efficient use of probabilistic modelling. Any
categorization of high-ranking documents is restricted to the above algorithm. Their methodology supports the
classification of a single keyword and uses the Boolean keyword expression in each code. There has been introduction of
two new methods of deep learning [16]. In other modelling approaches the embedded words were measured and evaluated.
The above-mentioned algorithm gives better results than other profound biomedical record mining methods. Various
domain representations are analysed, and a new embedding method is suggested for the terms. Their study was divided into
three subsections: -1). 2) this system has key results, with strong reminder for the inclusion of words, when words are
inserted and compared to skip-gram, CBOW, Glove, and so on. 3). 2) (DBN-based DDIE and RNN-data model are being
implemented, with keyword extraction directly or implicitly from text-data being an important technique for categorizing
and finding of relevant data based on the keywords provided directly or implicitly by search engines and index services).

Liu and al. (2009) dealt with a range of (unsupervised) automatic elimination strategies for keywords for voice transcript.
He has established the multi-party conference domain and has studied the appropriacy of certain algorithms successfully
used in the automated keyword extraction for transcription of written texts. You have also tested algorithms for keyword
removal using ICSI transcripts. In addition, the results were evaluated for POS filtering, the word classification, the
sentence production using the TF-IDF method. The thematic classification was decided for its accuracy and quality. Two
unregulated, derogatory words were used to automatically detect extremely incomplete transcriptions. The transcription
topic was defined using the Term Frequency-Inverse Text Frequency (TF-IDF) with the Gini Purity Criteria approach.
They found that the morphological character is automatically altered in literacy to the Wikipedia page. Four languages,
Arabic 3,83,000, English 50 million, Hungarian and Portuguese 50,000, and Portuguese 2,11 thousand, were studied.
Standardized cumulative gain and medium accuracy have been used for performance assessment. When keywords were
entered, the corresponding paper was shown to separate news items significantly into different categories based on content
classification. The algorithm was used to find common terms for each document association law and was mapped to a
weighted and guided chart. Inattentive procedures usually include an excellent result through the evaluation of different
aspects of the sentence of each candidate. Supervised Machine Learning algorithms have been suggested to recognize or
not use features like occurrence frequency, POS data, and text term location to recognize a candidate 's main sentence. The
value of each feature in the document and other factors are referred to as the term weight. The data of the classification
document is of high dimensions, which are characterized by a very sparse word-document matrix with positive ordinal
values and a significant quantity of outliers. The value of each function is the term weight. Here the frequency of each term
is used as its weight, meaning the terms appearing more often are of more importance for the document and are descriptive.
The VSM document representation comprises three steps. The first step is to index the document, which extracts terms for
the content of the documents. The second step is to calculate the weights of indexed terms in order to improve the user's
document retrieval. The last step involves identification of the similarities between the documents. The word bags
representing documents contain many morphological variants and, in most of the cases, morphological variants are
similarly semantic and can be considered as equivalent for classification applications. Therefore, several stemming
algorithms, or stemmers were developed to try to reduce a word to its root or stem shape. The stemming process is to
remove common endings from words and leave an invariant root shape behind. Two similar words like, for example,
'fishing' and 'fishing' are not treated as two words. The porter's stemming algorithm [17] is generally used for stemming.
The next aspect is that words occurring only in a few documents are given a greater weight. Conditions limited to a few
documents are useful to discriminate between the remaining documents, while frequently used terms throughout the whole
collection are not useful. One way of giving higher weights to these more discriminatory words is to assign the reverse
document frequency term weight. The IDF shall be identified by the N / ni section, where N is the number of collected
materials and neither is the number of documents with which the term | occurs. But the definition of a similar or different
pair of documents isn't always clear and normally changes with the actual setting of the problem. Similarity is typically
calculated with combinations and commonalities of characteristics where characteristics are typically words and sentences
in document classes [18]. For instance, two documents that share similar thematic subjects are considered similar in
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classification research papers. When websites use classification, we usually want to class the component pages more
according to the type of information shown on this page. For example, we may want to distinguish professor homepages
from homepages for the student, and page pages for courses from pages for research projects, when dealing with university
websites.

One or more labelled verb argument structures could be found for each phrase in the document. The number of labelled
verb arguments generated depends entirely on the quantity of information in the sentence. A concept-based similarity
measure, which is based on matching concepts in the sentence and the document levels, rather than on individual terms
(words), is developed. The phrase has many labelled verbs argue structures. There are two critical aspects to the conceptual
similarity measurement. First, the terms analysed are the concepts that capture each sentence's semantic structure.
Secondly, the frequency of a concept is used to measure the concept 's contribution to the meaning of the phrase and to the
main themes of the document. In Shady Shehata et al. (2009), a simple word counting, and the frequency distributions of
terminal appearances do not contain the meanings behind the words, which results in limiting the capacity to mine text
(Khaled B. Shabans, 2009), indicates the direction in which to improve the accuracy of similitudes calculations of
documents by using different strategy for calculating the similarities. The approach is based on text analysis in documents
before the various mining process requirements are met. The text analysis (or parsing) step includes syntactic analysis to
extract structural descriptions from the syntax (e.g. portions of speaking tags, chunks, parses and semiconductors), and
semiconducting analysis producing formal representations of the documents' content. A specialized software is a parser that
analyses and converts textual natural language input (or more sentence) into formal representation that can contain
information not expressly present in the sentence(s) syntactically or semantically. Parsers can be classified as
Morphological, Syntactic and Semantic parsers in three categories. A morphological parser takes word forms as input,
analyses them and returns their morphemic structures which indicate the various morphemes of input and the way in which
they relate. Small meaning units of words are morphemes. These morphemes can be widely classified by the prefigures, the
suffixes, the infixes and the circumfixes of roots. By defining relationships between text components of sentence, words,
and morphemes, seminal parsers try to shape their meanings. Typically, a semantic parser converts input text into an easily
processed data structure, e.g. for semantic analysis, meaning comparison, knowledge inference, or to facilitate further
processing of the input. The three resources-a texts parser, simulator and mining process-can be used to build a semantic-
based document mining system to meet the needs (Khaled B. Shaban, 2009). The parser reads and converts input texts into
canonical and symbolic representations of knowledge. The similitude estimator takes two (parsed) texts understood and
determines the semantics distance between them.

3.Proposed Model

Classification is a supervised learning approach in order to predict the fake news documents so that, similar documents are
classified into independent classes based on certain input parameters. Document mining processes like document
classification differ in terms of their requirements and specifications. The purpose of an algorithm of classification is to
group similar documents in the same class while placing different documents within different classes in the given training
data set of documents. Various measures are available for evaluating the correctness of classes following the
implementation of an algorithm. Two types of actions are available — internally and externally. Internal actions verify that
the classes are correct, i.e. how similar documents in a single class are and how different documents are across classes.
Document classification deals with the unsupervised partitioning of a document collection into meaningful groups based on
their textual content, usually for the purpose of topic categorization; i.e. an individual class contains documents on one
topic whereas different classes will contain documents on different topics. Classification is a non-supervised method of
learning, which requires previous understanding of document classes to train a classifier, but it does not depend on prior
categorizing information. 1. Pre-processing: Unstructured text documents are transformed into an appropriate model for
classification during this raw phase. In order to improve classification performance, unneeded features are removed from
the template and standardization technique used. 2. Classification: In this phase the classification algorithm appropriate for
the dataset and a set of parameter values is chosen. The algorithm chosen for classification solution is applied to the data
model. 3. Validation: Quality is quantified in this phase of the newly developed classification solution. It is useful for a user
to examine and interpret the classes subjectively at this stage.
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Figure 1: Proposed Model
In the figure 1, a hybrid feature extraction based fake news classification model is proposed on the large fake news dataset
in order to improve the prediction rate. As shown in the figure, initially input fake news data are pre-processed using the
Stanford NLP library to perform different operations such as tokenization, stemming and stop word removal for key
feature extraction process. In this model, a new key feature extraction measures such as modified term frequency id(TF-
ID) and modified inverse term frequency ID(MTF-ID) are implemented along with the traditional feature extraction
measures. These extracted features are given to the proposed classification algorithm for fake news prediction process.
Proposed model is implemented in three phases i.e data pre-processing phase, feature extraction phase and fake news
classification phase.
1. Text pre-processing phase:

The data sets have been prepared to remove noise such as stop words, punctuation tags, html tags, url, emojis, etc. In
this step. Pre-processing was done using an open source and widespread NLP library toolkit. NLTK toolkit. It includes
built-in functions and algorithms such as the nltk.tokenize method, nltk.stem.porter.PorterStemmer methods and other
similar methods.

2. Feature extraction phase:

In this phase, different feature extraction measures such as number of characters, number of sentences, Number of

words, average sentence length , average word length, and Name Entity recognition-based features, MTF-ID, MIDF are

used to find the essential key features from the fake news dataset. Proposed MTF-1D and MIDF are given as
let o be the features that are related to fake class yes, 8

represents the features that are related to not a fake news class.

maxfou(f() B ()1 3" (o, — )% (B — )
T — e=1
\/Z«xie — o) x 2 (B By’

MTF - 1D := tf (i) * log(T/ df(i))
MIDF = log(1+ (T / tf (i))
[Tj - mean value of all the features frequency related to not a fake class.

oTJ :mean value of all the features frequency related to a fake class.

3. Proposed Gaussian kernel based fake news classification model

Kernel Probability: The kernel probability is used to estimate the conditional variance of input data features by using the
gaussian estimator.

B, = uniqueCV(D);// Unique column values

HB; = Histobins[] = histogrambin(D)
GaussianKernel : GK(¢, 0) =e™ / (2*¢?)

v =gkv =GK(} HB,, > B,);

Kernel Pr obability = KP(D) =| HB, /(Z\U*HBf) |
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GaussianEntropy : GE(d,) =-GK(>_d, .log(d, ), u,)

In the above equations, the Gaussian entropy is used to check the feature entropy value based on the Gaussian
estimator.

Proposed entropy formula:
PE=e/(2*D)*|HBy, / (X _w*HB,, ) | +e ™/ (2*D,?)*| HB,, / (3 w*HB,, )|

4.Experimental Results

Experimental results are performed on liar fake news datasets. Proposed feature extraction-based classification model in
order to increase the efficiency of the F-measure, recall and accuracy on high dimensional datasets. For Liar, 70% of the
data is used in this project to train classifiers and the remaining 30% is used to test the classifiers with a k-fold cross
validation. The Decision Tree (DT) classification, Random Forest Algorithm and Extra Tree (ET) classification are used to
classify the features extracted from the Liar datasets The rest of this section discusses results achieved with feature
extraction from Liar fake news datasets. Also, the main advantage of using proposed model is to reduce the error rate on
high dimensional features.

Recall
100
> ol ol ol el il ol
0
1 2 3 4 5 6
M Classes M DecisionTree
RF W ERF

B ProposedModel

Figure 5: Comparative analysis of proposed model to the conventional models on liar dataset using recall measure.

Figure 5 describes the performance of the proposed model on liar dataset. Here, all the liar test samples are evaluated using
the proposed model to find the average recalls. From the figure, it is visualized that the present approach has better recall
over the existing models.
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kel
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Table 2: Comparative analysis of present technique to the conventional techniques by using accuracy on different fake

newsdataset.
TestSamples DT RF ERF ProposedModel
5 093 094 086 0.98
10 0.93 0.93 085 0.98
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15 0.94 093 0.86 0.98

20 094 092 0.88 0.97

25 095 094 0.86 0.97

30 094 094 0.87 0.97

35 094 092 0.87 0.98

40 094 092 0.87 0.98

45 094 092 0.86 0.98

50 095 095 0.88 0.98

55 093 092 0.88 0.97

60 093 095 0.88 0.98

65 094 093 0.87 0.98

70 094 094 0.86 0.98

75 093 093 0.86 0.98

80 095 095 0.86 0.98

85 093 093 0.86 0.98

90 094 095 0.87 0.98

95 092 093 0.87 0.99

100 092 094 0.87 0.98

Accuracy

Classes Decision Tree RF ERF ProposedModel
barely-true 42 36 39 67
FALSE 39 43 42 56
half-true 39 34 42 68
mostly-true 41 43 39 55
pants-fire 54 48 47 63
TRUE 47 31 39 64

Table 2: describes the performance of the proposed model on liar dataset. Here, all the datasets are evaluated using the
proposed model to find the average accuracy of the training datasets. From the table, it is visualized that the present
approach has better average accuracy over the existing models.

CONCLUSION

Fake news classification algorithm is one of the best classification learning models for high dimensional datasets. In this
work, a hybrid feature selection measure is implemented to test the accuracy of the test data. In this model, different feature
ranking sets are extracted to predict the best majority voting of the classification model. Feature extraction-based
classification model plays a vital role in the news classification process due to large number of features space and data size.
However, most of the conventional models have problem in selecting key features for fake news classification process.
Also, these models have high true negative rate and error rate. In order to overcome these, issues a hybrid feature
extraction-based classification model is proposed on the fake news classification problem. Experimental results proved that
the proposed fake news classifier has better recall, precision and accuracy than the traditional models.
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